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1

Introduction

IoT Rapid-Proto Labs is a European transnational project bringing Higher Education Institutions and
businesses together to accelerate Internet of Things (IoT) product development. The project aims to
create and implement a multidisciplinary IoT course curriculum focused on real-world problembased activities that enables cross-border teams of students, teachers and practitioners to jointly
develop innovative IoT solutions that create real value for people, enterprises and society.
The key objective of this report is to inform how multi-disciplinary teams can work across domains to
make trade-offs in interaction design, software architectures, and business models. To this end, this
report summarises fundamental IoT knowledge areas that are relevant for the IoT Rapid-Proto Labs
course, combining insights from embedded systems, networking, cloud computing, project
management, human-centred design and product design. Together, these knowledge areas define
what students need to understand in order to design and develop complex IoT-based products,
services and systems. In this way, this report serves as the foundation for defining a multidisciplinary
IoT course curriculum and for developing multidisciplinary IoT learning objectives, learning methods
and course content. Specific recommendation on IoT related e-Competences and IoT curriculum
design will be addressed in an upcoming report.

2

Internet of Things: Definition, Architectures and Case Studies

2.1 Internet of Things Definition
The Internet of Things is an emerging set of technologies aimed at connecting physical objects,
things and devices to the Internet. In contrast to the Internet, which is a well-defined global
communication infrastructure with a standardised architecture, there is no widespread agreement
on architecture and operation of the Internet of Things.
On the most general level, the Internet of Things is about using sensors and digital technologies to
make previously unintelligent things (from door locks and kitchen appliances to entire buildings and
cities) able to compute and communicate – typically wirelessly. Almost all the data that IoT devices
create is sent to other machines, thus historically the term ‘machine-to-machine’ (M2M)
communications has been used to describe what is now considered to be the Internet of Things.
The term "Internet of Things" was likely coined by Kevin Ashton of Procter & Gamble in 1999, [1]
initially focused on Radio-frequency identification (RFID) as means for uniquely identifying physical
things such as products and retail items. Since then, the number of devices has grown rapidly, and
the IoT has expanded to include not just traditional computer-based devices and electronic
appliances, but also wearables — e.g. watches, clothing, rings — and vehicles, from the smart, selfdriving cars to drones and other flying things. In recent years, the number of smart, connected
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devices making up the Internet of Things has grown exponentially, with an estimated number of IoT
devices of over 30 billion devices by 2020 [2].
The IEEE describes the Internet of Things broadly as “an application domain that integrates different
technological and social fields” [3]. And further: “[…] the IoT covers many areas […] ranging from
enabling technologies and components to several mechanisms to effectively integrate these lowlevel components. Software is then a discriminant factor for IoT systems. IoT operating systems are
designed to run on small-scale components in the most efficient way possible, while at the same
time providing basic functionalities to simplify and support the global IoT system in its objectives and
purposes. Middleware, programmability – in terms of application programming interfaces (APIs) –
and data management seem to be key factors for building a successful system in the IoT realm.
Management capabilities are needed in order to properly handle systems that can potentially grow
up to millions of different components.” The IEEE view of the technological and social aspects of the
IoT is depicted in Figure 1.

Figure 1. Technological and Social Aspects of the IoT [3]

The Internet of Things has become a key building block for commercial products and services in
many areas such as healthcare, transportation, and consumer products. In response, the technologycentric view of the IoT expressed by the IEEE and others is increasingly being complemented by a
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product-centric view of the IoT. IoT product and service design has become an important topic in its
own right and many design-driven organisations have included the Internet of Things into their core
portfolio. Carlos Elena-Lenz from Frog Design, a company involved in the design of early Apple
products, states 6 key design characteristics of the IoT [4]:

•
•
•
•

•

•

“INTELLIGENCE: Together algorithms and compute (i.e. software & hardware) provide the
“intelligent spark” that makes a product experience smart.
CONNECTIVITY: Connectivity in the IoT is more than adding a WIFI module to a product.
Connectivity enables network accessibility and compatibility. Accessibility is getting on a
network while compatibility provides the common ability to consume and produce data.
SENSING: Sensing technologies provide computers and the IoT with the means to create
experiences that reflect a true awareness of the physical world and the people in it.
EXPRESSING: Expressing enables interactivity with people and the physical world. Whether it
is a smart home or a farm with smart agriculture technology, expressing provides us with a
means to create products that interact intelligently with the real world. This means more
than just rendering beautiful UIs to a screen. Expressing allows us to output into the real
world and directly interact with people and the environment.
ENERGY: Without energy we can’t bring our creations to life. The problem is we can’t create
billions of things that all run on batteries. Energy harvesting, power efficiency, and charging
infrastructure are necessary parts a power intelligent ecosystem that we must design.
Today, it is woefully inadequate and lacks the focus of many product teams.
SAFETY: As we gain efficiencies, novel experiences, and other benefits from the IoT, we must
not forget about safety. As both the creators and recipients of the IoT, we must design for
safety. This includes the safety of our personal data and the safety of our physical wellbeing. Securing the endpoints, the networks, and the data moving across all of it means
creating a security paradigm that will scale.”

According to Carlos Elena-Lenz, “by framing IoT design with these characteristics, multi-discipline
teams can work across their domains to make trade-offs in interaction design, software
architectures, and business models.“
2.2 Internet of Things Architectures
There is no common architectural model for the IoT. Instead IoT products and systems are built
using a wide range of distributed architectures including peer-peer architectures, centralised
architectures, cloud-based architectures and architectures based on edge computing [Ren et al.
2018] and fog-computing principles [Bonomi et al. 2012].
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2.3 Eclipse Foundation IoT Architecture
The Eclipse Foundation has proposed a simple architecture reference model for cloud-based IOT
solutions [5] (Figure 2):
“A typical IoT solution is characterized by many devices (i.e. things) that may use some form of
gateway to communicate through a network to an enterprise back-end server that is running an IoT
platform that helps integrate the IoT information into the existing enterprise. The roles of the
devices, gateways, and cloud platform are well defined, and each of them provides specific features
and functionality required by any robust IoT solution.”

Figure 2. Eclipse Foundation IoT Architecture [5]

2.3.1 Local Smart Home Architectures

The smart home area is a rapidly growing application area of the Internet of Things. Many smart
home products and services such as smalt lighting are composed of 1) sensor and actuator elements
(e.g. lightbulb) and 2) an user interface (e.g. a smartphone). While smart home products and services
show similar architectural solutions, we can identify three broad architecture patterns.
2.3.1.1 WIFI / No-Hub Architecture Pattern
In this architecture pattern, smart home products (e.g. smart lightbulbs) are directly connected via
the Internet to smartphones (Figure 3). This requires that “things” are WIFI-enabled. The LIFX smart
bulb is one example of a product using this architecture (Figure 4).
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Figure 3. WIFI / No-Hub Architecture Pattern

Figure 4. LIFX Smart Bulb

2.3.1.2 Hub/Gateway Architecture
In this architecture pattern, smart home products (e.g. smart lightbulbs) are connected to
smartphones using a hub or gateway (Figure 5). This enables the use of less costly or more energy
efficient network protocols such as Bluetooth and ZigBee. The Philips Hue Light is one example of a
product using this architecture (Figure 6).

Figure 5. Hub/Gateway Architecture Pattern

Figure 6. Philips Hue Light

2.3.1.3 Cloud Product Architecture
In this architecture pattern, smart home products are connected to a product cloud that implements
essential data and control functions (Figure 7). The June Smart Oven is one example of a product
using this architecture (Figure 8).
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Figure 7. Product Cloud Architecture Pattern

Figure 8. June Smart Oven

2.3.2 3-Tier IoT Architecture

The cloud product architecture above is an example of the well-known 3-tier architecture (Figure 9),
a general model for building IoT applications with devices and a server infrastructure. The 3-tier
architecture consists of three layers:
•
•
•

The IoT devices, which are the physical sensors for collecting the data or actuators for
starting an action in the physical world
The gateway infrastructure for transferring the data
The IoT software platform for making decisions and connecting to other systems based on
the data

IoT devices enable a connection to the real physical world. The gateway and IoT software platforms
help to transform this connection and the gathered data into real business applications. Examples of
3-tier IoT architecture are depicted in Figure 9 and Figure 10. IoT 3-tier Architecture example.
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Figure 9. IoT 3-Tier Architecture

Figure 10. IoT 3-tier Architecture example

Sensors are used for collecting data about the temperature, the presence of a chemical, motion,
sound, the light conditions etc. In a broader sense the sensors are just a source of data which is used
by the application. The data doesn’t necessarily have to be collected from the physical world but can
already be available in digital form. While sensors are used for collecting data, actuators are IoT
devices which start some action in the physical world. Actuators perform actions in the real world,
for example turning off lights or starting a heater.
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The gateway orchestrates the communication between the physical devices and the network, often
the IoT platform in the cloud. This orchestration can be very different depending on the application
setup: In a smart home application, where the devices communicate a lot together, the gateway has
to facilitate this communication. On the other hand, reading and analysing data from thousands of
smaller sensors e.g. in a shopping center requires a totally different networking setup. In sum, the
gateway enables the flow of data from the physical devices to the place where data is used for
analysis and decision making, e.g. the IoT backend system which is often hosted in the cloud, for
example using a cloud computing provider like Amazon.

2.3.3 Web of Things Architecture

The Web of Things (WoT) is an initiative started by Dominique Guinard and Vlad Trifa with the goal
to apply and extend architectural principles, standards and technologies form the WWW to the
Internet of Things [6]-[9]. The goal of the WoT is to leverage the Web to ease the development of
Internet of Things applications and make the IoT/WoT accessible to non-specialists (Figure 11).

Figure 11. Internet of Things vs Web of Things [10]

The key difference between the IoT and WoT is that the WoT defines an application-level technology
layer (OSI Layer 7) for the IoT which effectively shields application developers from disparate
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protocols such as Bluetooth and ZigBee. (Figure 12). Building the WoT requires a layer-by-layer
reorganisation of the IoT architecture, leading to a specific Web of Things architecture (Figure 13).

Figure 12. WoT Application Layer [10]
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Figure 13. Web of Things Architecture [10]

2.3.4 High Performance Data Architectures for the IoT

Industry experts expect that by 2020 the IoT to have over 20 billion connected things, dramatically
increasing the amount of IoT data transmission and processing. To cope with this rapid expansion in
the Internet of Things, successful IoT platforms will need a data architecture that can address
significant challenges in terms of speed, scalability, variable workloads, and other issues. Thus, in
recent years, significant amount of work has been devoted to developing high-performance data
architectures that combine real-time processing of sensor data with batch analytical processing
using two data processing layers:
•
•

A high-speed layer — a real-time processing and transactional engine (typically something
like a caching system and a compute grid, such as Redis and Spark) and
A batch/storage layer— data storage with an analytical or historical processing engine, such
as Hadoop with Hive
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A well-known architecture model for combining real-time and batch processing is the Lambda
architecture defined by Nathan Marz at Twitter [11]. In this architecture, real-time and batch
processing are set as parallel processing paths (Figure 14).

Figure 14. Lambda Architecture [12]

Figure 15. Kappa Architecture for IoT [12]

As alternative to the Lambda architecture, Jay Kreps at Linkedin formulated the Kappa architecture
[13], which only focuses on processing data as a stream (Figure 15). Incoming data is streamed
through a real-time layer, the results of which are placed in the serving layer for queries.
2.4 IoT Case Studies
IoT-based products, services and solutions are emerging in many areas, including connected
consumer products for the home, smart city services and industrial IoT solutions. The UK Blackett
Review [14] conducted by the Government Chief Scientific Advisor identified five key application
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themes for the IoT, namely transport, healthcare, energy, agriculture and buildings. Examples of IoT
application areas are:
•
•
•

•

Smart homes – e.g. smart energy systems, home automation, and home security.
Wearables – e.g. clothes, watches, findable keys, virtual, and augmented reality applicatons..
Manufacturing, retail, and industrial – e.g. sensory tracking for production line monitoring.
Sensory tracking is heavily used in car manufacturing, the oil industry and other industries. In oil
drilling, for example, every breaking of an oil drill causes a very expensive disruption for the
drilling process with many workers having to stand by while the broken drill is removed and a
new one installed. Sensors provide a way for this industry to track and better understand the
drilling process.
Transportation –e.g. intelligent traffic control and self-driving vehicles. With both ride-sharing
companies and taxi drivers using apps to broadcast anonymous driving data, a lot of data is
becoming available for intelligent traffic control. Finding a better route through traffic is a very
popular use case that is likely to complement the expanding development of self-driving
vehicles.

IoT Rapid-Proto Labs aims to develop an IoT course curriculum that is applicable to many application
domains. To define the scope and ambition of the IoT Rapid-Proto Labs we define three IoT case
studies

2.4.1 Case Study 1: Smart Intimate Wearables

Rapid advances in smart materials and textiles make it possible to embed sensing and actuation into
fabrics and garments, leading to a new category of smart, intimate wearables for health, sports and
fashion (Figure 16). The design and development of such wearables raises a series of fundamental
challenges:
•
•
•

•

•

Design for wearability: Smart materials with sensing and actuation that combine comfort,
robustness and washability
Design for energy efficiency: battery technologies, power management and energy harvesting
Design for smartness:
o Algorithms for detecting activities, physiological signs and mental states
o Product analytics for understanding use and adoption by consumers
Design for fairness, accountability and transparency:
o Accountable and transparent use of highly personal data by companies
o Flexible and responsible data sharing with third-parties (doctors, carers, family
members, …)
Design for sustainability: product life-cycles, re-use and recyclability
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•

Design for manufacturing: product optimisation for personalisation, custom-fit and costeffectiveness

Figure 16. Smart Intimate Wearable (TU Delft)

2.4.2 Case Study 2: Shared Bicycle Tracking

Public bicycle system and bicycle-sharing system are rapidly spreading in cities around the globe.
Such services make bicycles available to individuals on a short-term basis and either charge a small
service charge per trip or per time of use (daily, monthly etc.) or are provided for free. Many bike
share systems allow people to borrow a bike from a "dock", while others use a dock-less model
where customers can pick up and drop off bikes at any location. Managing an efficient bike sharing
system requires keeping track of the location and use of bikes which can be done by employing IoT
technologies. Example use case include locating stolen bicycles, locating bicycles for repairs, tracking
bicycle use for understanding customer experience, and improving the customer experience. The
use of IoT technologies in this context raises challenges related to
•
•
•

Urban scale connectivity
Low-power design
Cost reduction
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Figure 17. Dockless Bike Rental System in the Netherlands provided by Swapfiets

2.4.3 Case Study 3: Industrial Monitoring

The IoT has been adopted aggressively in industrial environments such as manufacturing plant
where continuous, real-time monitoring and control is of clear value. Three areas stand out:
•

•

•

Predictive Maintenance: data aggregation and data analytics is used to predict failure
conditions of equipment and to identify problems before they happen. This allows
companies to move from preventative maintenance to predictive maintenance.
Reduce Service Organization Costs: Having staff read every meter is inefficient and costly.
Real-time data feeds from connected sensors allows companies to reduce labour costs and
increase operational efficiency.
Improve Safety: checking potential safety hazards individually is time-consuming and
dangerous. With IoT sensing technology, companies can easily monitor for unsafe operating
or working conditions.
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3

Enabling Technologies for the IoT

When developing a new IoT solution, hardware and software components need to be designed,
prototyped, and refined through an iterative process of feedback and evaluation. Easy hardware
platforms like Arduino and Raspberry Pi can help start this process of rapid prototyping and
refinement, because they are readily available and require less investment than designing and
fabricating custom printed circuit boards (PCBs) at each iteration of the design. As part of this
process, we need to consider the hardware requirements for our IoT application, evaluate and refine
the prototype IoT devices, adopt off-the-shelf components or custom components as appropriate.
In the context of IoT, device is an overloaded term that describes hardware that has been designed
or adapted for a particular purpose. The term device is used to refer to individual hardware
components including sensors and actuators, as well as to off-the-shelf boards like Raspberry Pi, and
also to custom prototype and production units that are built from a number of constituent devices.
The main characteristics of IoT devices to be considered are [15]:
•
•
•
•

Data acquisition and control
Data processing and storage
Connectivity
Power management

Data acquisition is the process of measuring real-world conditions and converting these
measurements into digital readings at fixed-time intervals (the data sample rate). Data acquisition
also involves signal conditioning, used to manipulate and scale raw sensor readings, and analogueto-digital converters, used to convert the analogue sensor readings into digital values so that they
can be processed and analysed.
Data processing and storage are required by IoT devices in order to perform basic handling,
transformation, and analysis of the data that they capture. IoT devices can process data directly, or
they can transmit this data to other devices, gateway devices, or cloud services or apps for
aggregation and analysis.
The processing power and storage used by an IoT application will depend on how much processing
occurs on the device itself as opposed to how much processing is performed by the services or apps
that consume the data. The amount of memory that is available and the specifications of the
processor, including the clock speed and number of cores, determine the rate at which data can be
processed by the device. The capacity of the non-volatile flash memory, which is used to persist data
until it can be transmitted upstream, determines how much data can be stored on the device.
Devices performing edge analytics will require substantially more processing capabilities than
18
The European Commission’s support for the production of this publication does
not constitute an endorsement of the contents, which reflect the views only of
the authors, and the Commission cannot be held responsible for any use which
may be made of the information contained therein

588386-EPP-1-2017-1-FI-EPPKA2-KA
IoT Rapid-Proto Labs (IoTLabs)

devices that perform only basic data processing like validating, normalizing, scaling, or converting
readings, such as converting raw temperature readings into Celsius.

Network connectivity is one of the defining characteristics of any IoT device. Devices communicate
with other devices locally, and publish data to services and apps in the cloud. Some devices
communicate wirelessly, by using 802.11 (WIFI), Bluetooth, RFID, cellular networks, or Low Power
wide area network (LPWAN) technologies like LoRa, SigFox or NB-IoT. Wired communication is suited
to stationary devices, which are installed in smart buildings, home automation, and industrial control
applications, where they can be connected with Ethernet or retrofitted with Ethernet over power.
Serial communication is also a form of wired connectivity between devices, using standard protocols
like Universal Asynchronous Receiver Transmitter (UART), or the Controller Area Network (CAN)
protocol, which has its origins in the automotive industry.
Power management is of particular concern for portable and wearable IoT devices that rely on
batteries or other non-wired power sources like solar. Depending on the usage patterns and the
power requirements of the attached sensors, actuators, or Integrated Circuits (ICs) that provide data
acquisition and control, storage, processing and networking capabilities, a device might need to be
put into sleep mode or into low-power mode periodically to conserve power or extend battery life.
For example, a single-board computer like the Raspberry Pi 3 requires around 700 – 1000mA of
current to operate under typical usage. If transmitting data constantly over the WIFI network, or if
placing the device under heavy load by performing a lot of data processing on the device, the power
usage would be at the upper end of that scale and would drop whenever the device is idle.
3.1 Core Device Platforms
Developing IoT applications is more accessible than ever, thanks to the growing range of low-cost,
commercially available off-the-shelf hardware development boards, platforms, and prototyping kits.
A comparison of hardware kits can be found at [16]. Modular hardware designs provide great
flexibility, allowing developers to substitute alternative components, try out sensors with slightly
different specifications, or independently upgrade the networking, data processing, or storage
modules of a device to cater for evolving requirements.
Many commercial off-the-shelf hardware devices, including micro controllers and single board
computers, are designed around System-on-a-Chip (SoC) ICs. SoCs bundle a number of capabilities
including data processing, storage, and networking, onto a single chip. This means that these devices
sacrifice flexibility for the sake of convenience, but there is a huge number of commodity devices
available with a range of configurations to choose from.
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3.1.1 Arduino

Arduino [17] is an open source hardware platform with an active hardware/software developer
community which is creating compatible development boards and tooling [18]. Device capabilities
vary across the official Arduino models and also between the dozens of third-party compatible
boards. Table 1 lists the technical specifications for a selection of microcontrollers that can be used
for prototyping IoT projects [1] and an example of Arduino board is shown in Figure 18. All the
devices in Table 1 are Arduino-compatible microcontrollers, including the ubiquitous Arduino Uno,
Particle's Electron, which includes an integrated cellular modem, and Espressif Systems' ESP8266-01,
a low cost, low-power microcontroller with integrated WIFI. Notable development boards that are
based around the ESP8266, include NodeMCU [19], WeMos D1 [20] and AdaFruit's Feather Huzzah
[21]. Arduino-compatible boards that share common pin layouts are able to be expanded by using
optional third-party shields, for example, to add an Ethernet port or Bluetooth to an Arduino Uno. In
addition, there is a range of alternative firmware options for Arduino boards, enabling IoT
developers to program these boards using Lua, Python, and JavaScript, and to support online
updates.
Arduino boards can be used in education for enabling students to prototype simple IoT solutions.
The IoT Rapid Prototyping Laboratory Setup described by [22] used a matchbox-sized low-power
Arduino device with WIFI in education. Similarly, Arduino boards can be used for quickly prototyping
projects that operate in extreme conditions and require miniaturization. For example, Sun sensor, a
part of Aalto 1 and Aalto 2 satellite’s navigation subsystem, was prototyped using Arduino boards,
then miniaturized and tested [23]. Rapid prototyping using Arduino made development fast and
cheap; the material costs for development equipment (excluding test equipment) was less than 1000
EUR.
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Figure 18. Arduino microcontroller development board

Table 1. Technical specifications of different Arduino compatible boards

Feature

Arduino Uno

Particle Electron

Espressif Systems
ESP8266-01

Data acquisition and control
GPIO pins

6 Analog in
14 Digital – 6 PWM

12 Analog in
2 Analog out
30 Digital – 15 PWM

2 Digital
1 Analog

Logic level voltage

5V

3.3V

3.3V

Data processing and storage
Processor

ATMega328PU

32-bit STM32F205

32-bit Tensilica L106

Processor speed

16 kHz

120 MHz

80 MHz

Memory

32 kB flasf
1 kB EEPROM

1 Mb flash
128 kB RAM

1 Mb

Connectivity
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Network interfaces

None by default. Can be added
with shields.

Integrated cellular
modem (2G / 3G)

Integrated WIFI

9-12V DC 0.5-2A barrel or 5V
500mA USB or 9-12V on VIN pin

5V micro USB or 3.912V DC on VIN pin

Regulated 3.3V
300mA supply on VCC
pin

Dimensions

2.7 in x 2.1 in

2.0 in x 0.8 in

1.4 in x 1 in

Typical cost

$25

$39 - $59

$10

Power
Recommended Power
Supply

Other

Selecting an Arduino-compatible microcontroller makes it easier to port programs that are
developed using the cross-platform Arduino libraries and Arduino IDE to run on other Arduinocompatible devices. Developers still have differences to work around, for example, the Arduino Uno
uses 5V logic on digital I/O pins (where 0 volts equals LOW and 5 volts equals HIGH), but the
ESP8266 and Particle boards use 3.3V logic (HIGH is 3.3V). This might affect the choice of sensor or
actuator components, as some components only work with one or the other. Swapping sensors that
are designed for 5V to 3.3V logic might result in unpredictable results and possibly damage the pins
that are intolerant to higher voltages.

3.1.2 Single-Board Computers and Raspberry Pi

Single board computers (SBCs) are a step up from microcontrollers, because they allow to attach
peripheral devices like keyboards, mice, and screens, as well as offering more memory and
processing power. The most popular representative of this category is Raspberry Pi (Figure 19),
others examples are the BeagleBone and DragonBoard. Table 2 presents a comparison of the main
technical specifications for Raspberry Pi 3, BeagleBone Black and DragonBoard [24] [17].
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Figure 19. Raspberry Pi single-board computer

Table 2. Technical specifications of different Raspberry Pi compatible single-board computers

Feature

Raspberry Pi 3
model B

BeagleBone Black

Qualcomm
DragonBoard 410c

Data acquisition and control
GPIO pins

40 I/O pins,
including 29 Digital

65 Digital – 8 PWM
7 Analog in

12 Digital

Logic level voltage

3.3V

5V

1.8V

Data processing and storage
Processor

ARM Cortex A53

AM335X ARM Cortex A8

ARM Cortex A53

Processor speed

1.2 GHz

1 GHz

1.2 GHz

Memory

1 Gb

4 Gb

1 Gb, 8 Gb flash

Connectivity
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Network interfaces

WIFI, Ethernet,
Bluetooth

Ethernet, USB ports allow external
WIFI / Bluetooth adaptors

WIFI, Bluetooth, GPS

5V 2.5A micro USB
port

5V 1.2A – 2A barrel

6.5 to 18V 2A barrel

Dimensions

3.4 in x 2.2 in

3.4 in x 2.1 in

3.3 in x 2.1 in

Typical cost

$35

$55

$75

Power
Recommended Power
Supply
Other

A comparison of Table 1 and Table 2 makes clear that single board computers provide a much higher
processing power than Arduino devices (for example, 8-bit 16KHz microcontroller vs 1.2 GHz 32-bit
ARM microprocessor).
Single board computers such as the Raspberry Pi provide a complete operating system which
removes some of the barriers for students to program such a device as high level languages such as
Python and high-level programming environments can be used. But these benefits come with
considerable costs. Single board devices have a larger attack surface and require more complex
configuration management.

3.1.3 Choosing a Device Platform

A common problem for an IoT developer is to choose between using microcontroller development
boards or single-board computers according to their needs. This should be done by considering the
key IoT device characteristics in light of the application's requirements. For example, for setting up a
home automation system on a low budget, we can choose the Raspberry Pi Zero W, because it is a
small and very low-cost SBC device with ample processing power and memory (1GHz ARM6
processor and 512 MB RAM) for performing data processing and analytics on the device. It supports
microSD card flash memory expansion up to 64GB for storing programs and data, is equipped with a
full 40-pin GPIO header for connecting multiple sensors and has on-board WIFI for connecting with a
home network.
IoT devices are highly specialized and are designed to operate within very specific contexts and
environments, so the hardware requirements for IoT projects vary widely. While developers might
start by prototyping using generic off-the-shelf hardware, as progressing through this iterative
design and requirements validation process, eventually developers can move toward designing and
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developing custom PCBs and components that are tailored to requirements. As part of this process,
developers will need to consider a range of hardware requirements:
•
•
•
•
•
•
•

Security requirements
Ease of development
Data acquisition, processing and storage requirements
Connectivity requirements
Power requirements
Physical device design
Cost requirements

Security requirements: Security is a critical element within IoT and must be considered at all stages of
design and development. The integrity and security of the data that is captured by the device must
remain intact, even during prototyping. Security requirements relate to the security of the IoT
devices themselves, hardening of the network, and the security of related cloud services and mobile
and web applications. Related security requirements include:
•
•
•

Ensuring that each device has enough processing power and memory to be able to encrypt
and decrypt data and messages at the rate that they are sent and received
Ensuring that the embedded software development libraries support whatever authorization
and access control mechanisms are used to authenticate with upstream services and apps
Choosing to adopt off-the-shelf devices that implement device management protocols for
securely registering new devices as they are added to a network to avoid spoofing, and
those that include firmware capabilities to support secure over the air updates for security
patches

Ease of development: While prototyping, ease of development is a key priority requirement. Ease of
development includes accessibility, availability, and quality of API documentation, development
tools, and support offered by the hardware manufacturer or by the development community.
Developers doing rapid prototyping have to select devices that are quick and easy to program and
re-flash, as well as being low touch to deploy, with zero or minimal per-device configuration
required, to cut down on frustration and save time while developing our IoT solution.
Data acquisition, processing, and storage requirements: This includes the number of sensors that are
connected, the resolution of the data that is captured, and the rate at which the data is sampled all
determine the volume of data to be processed, which impacts on data processing and storage
requirements. The amount of data that needs to be retained on a device is dependent on how
frequently the device connects to transmit data upstream. A wired, always-connected device that is
installed in a smart building, one that streams low volumes of raw data directly to a highly available
server, will require less data processing power and storage compared to a device that needs to
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process large volumes of data in bursts. A device that only connects every few hours to conserve
power will require more storage to log data locally in the interim.
Connectivity requirements: Connectivity requirements for wireless networking include operating
range, or how far the signal will need to be transmitted, as well as the anticipated volume and rate
of data to be transmitted. Consider fault-tolerance and the ability for a device to reconnect and retry
sending data after it was disconnected. The hardware might have integrated network connectivity
like Bluetooth or WIFI, or this capability might need to be added with an expansion board or module.
An external module that can be upgraded can provide more flexibility, as you have the option to try
different modules to evaluate their range and power consumption.
Power requirements: Many of the other requirements, including the number of needed sensors and
the rate of network transmission, will have an impact on the device's power requirements. Consider
whether the device will be wired, or whether it will require a portable power source like a battery or
supercapacitor. If it requires a battery, we need to know the size, weight, and capacity requirements
for the battery, as well as whether the battery should be rechargeable, replaceable, or whether the
device should be discarded after the battery dies. If the device is rechargeable, how often should be
charged, and by what means?
Physical device design requirements: The physical device design requirements include the
appearance and size of the device. The environmental conditions in which the device will be installed
also need to be considered, for example, will it need a waterproof or ruggedized enclosure? For
example, a device that is installed on the underside of a truck as part of a fleet monitoring
application would need to be shielded to ensure it continued to operate under harsh conditions; it
would need to be waterproof and resistant to dirt, shock, and vibration.
Cost requirements: The cost of the hardware includes the initial outlay for the hardware and
associated components (such as any sensors) as well as their on-going operating costs, such as
power and maintenance costs in the form of replacing worn parts or defective components. We
might also need to pay ongoing licensing fees for some components or device drivers. Purchasing a
handful of commercially available off-the-shelf development boards or SBCs might be more
affordable than producing tiny runs of custom boards in the early stages of development; however,
as we begin to scale up into dozens or hundreds of devices, dedicated hardware devices might
become a better value proposition.
In sum, adopting standards-based, commodity hardware like microcontrollers or single-boardcomputers can save time and expense in the early stages of development, without sacrificing
flexibility. What it is learned in the prototyping phase can help using critical hardware design
decisions when moving into deploying the IoT solution.
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3.2 Sensors and Actuators
Sensors are input components that measure physical variables and convert them to electrical
signals. Sensing refers to the acquisition of heterogeneous streams of data from a set of sensors
integrated within the networked things. Multiple kinds of sensing elements are embedded in
everyday objects, in wearable devices or positioned in the environment so they can adequately
measure the physical phenomena of interest. Common sensors include: environmental sensors
(temperature, humidity, light, air quality), motion sensing (accelerometers, gyroscopes, vibrations,
pressure), biometric (heart rate, respiration, ECG/EMG/EEG, GSR), audio and imaging.
While sensors convert a physical variable like temperature to an electrical signal, output devices are
the inverse: they convert an electrical signal to a physical outcome. Output devices include LEDs,
speakers and screens, and actuators like motors or solenoids that move or control things in the
physical world. Actuators are commonly deployed within industrial IoT applications; for example,
pneumatic linear actuators are widely adopted in manufacturing to move and grip products during
the assembly process.
Developers can choose from thousands of types of off-the-shelf sensors to measure a range of
variables, including temperature, humidity, pressure, smoke, gas, light, sound, vibration, air-flow,
water-flow, speed, acceleration, proximity, GPS position, altitude, force, and so on. But sensors don't
just measure ambient conditions; proprioceptive sensors monitor the internal state of the device,
and sensors like buttons, sliders, or a touchscreen can be used for interacting directly with the
device, providing a Human-Machine Interface. For each individual type of sensor, like a temperature
sensor, there are dozens of alternative component choices from a range of manufacturers, each with
slightly different specifications in terms of accuracy and precision, and each designed for specific
applications and operating conditions, such as for use underwater or to withstand extremes of heat
and cold.
An important characteristic of sensor components is their resolution. The resolution of a sensor
represents the smallest amount of change that the sensor can reliably read and is related to the size
of the numeric value that is used to represent raw sensor readings. For example, an analogue
temperature sensor with 10 bits of resolution represents a temperature reading using a numeric
value between 0 and 1023. Bits are binary, so 10 bits provides two to the power of 10, or 1024
possible values in total. However, in practice, sensors are affected by electrical noise which reduces
the actual resolution.
Despite having various sensors and application-dependent requirements, we can generalize the
quality of output data to be determined by the sensors’ resolution and sampling rate, which are
usually limited by its power consumption, size and cost. Figure 20 illustrates the generated data
rates and the power requirements for sensor categories commonly used in IoT applications. Here we
observe how increasing data rates are directly linked to increasing power consumption, an
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observation that also extends to an increased need for computational resources and memory to
handle data-intensive sensor streams. Data acquisition is a time-driven process: the sensor signal is
periodically sampled, according to the Nyquist sampling rate, and transferred to a central collector,
i.e. the digital processor, which applies signal processing and filtering routines to the sensed data.

Figure 20. Sensor data rates vs power requirements

The development of Microelectromechanical Systems (MEMS) has opened the way for the
production of a wide variety of sensing elements at low cost and large volumes. Advances in MEMS
technology and more in general the design and integration of analog and digital ICs enable fully
integrated sensing solutions enclosed in packages the size of a few mm2, with power consumption in
the order of a few mW. One of the current research trends is the quest for a high level of integration
and the development of smart sensor hubs that integrate several sensing elements, all the necessary
conditioning and some processing capabilities in a single SoC package with very limited size and
power consumption. A commercial example includes the integration of multiple inertial sensors with
a processing unit, while on the research side we have the integration of an analogue front-end for
the ECG acquisition with a low power processing core and dedicated DSP hardware.
There is a large variety of sensors developed for different hardware platforms [25], such as Arduino
Sensor Kits, Raspberry Pi Smart Sensor Kits, Adafruit Sensor Kits, Speed Studio Sensors, Intel Kit
Sensors. Those sensor kits are usually coming with more than 20 different sensors, mostly as
elaborated design sensor modules. For most of the modules, a pin socket for anti-reverse cable is
soldered, thus making the wiring much tighter and convenient. For each module, the schematic
diagram is offered so you may understand in depth how the module works, together with code in
Python and C and high-definition Fritzing breadboard images for easy understanding of wiring.
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Some rapid development kits are also available on the market. Usually they consist of a combination
of processing hardware (like Arduino or Raspberry Pi), some plug n’play sensor modules,
communication modules, all being powered by solar and/or battery:
•
•
•
•
•
•

LoRaWAN Rapid Development Kit
LoRaWAN based track-and-Trace Product Kit
Orange NB-IoT Rapid Development Kit
Arduino Rapid Development Kit
Raspberry Pi Rapid Development Kit
Smart Cities Starter Kit (by SensorUp)

More information on industrial IoT sensors are to be found in [26].
3.3 Communication and Networking
Communication is central to the Internet of Things. Networking technologies enable IoT devices to
communicate with other devices as well as with applications and services that are running in the
cloud. The internet relies on standardized protocols to ensure that communication between
heterogeneous devices can occur securely and reliably. Standard protocols specify the rules and
formats that devices use for establishing and managing networks, as well as for transmission of data
across those networks.
Networks are often described as being built up from a stack of technologies, with technologies at the
bottom of the stack, such as Bluetooth LE, relating to physically connecting devices, while
technologies further up the stack, such as IPv6, relating to logical device addressing and routing of
network traffic. Technologies at the top of the stack are used by the applications that are running on
top of those layers, for example, message queuing technologies.
The Open Systems Interconnection (OSI) model is an ISO-standard abstract model that describes a
stack of seven protocol layers. From the top, these layers are: application, presentation, session,
transport, network, data link and physical. TCP/IP, or the Internet Protocol suite, underpins the
internet, and it provides a simplified concrete implementation of these layers in the OSI model. The
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TCP/IP model includes only four layers, merging some of the OSI model layers (Figure 21). Bluetooth
operates across both layers 1 (PHY) and 2 (MAC) of the OSI model.

Figure 21. OSI and TCP/IP networking modules [27]

Some of the networking protocols that are widely adopted within IoT and where they fit within the
TCP/IP layers are shown in Figure 22.

Figure 22. IoT network protocols mapped to the TCP/IP model [27]

3.3.1 Wireless Networking Standards

A plethora of low power wireless standards suitable for the IoT exist today, each with different
target applications and use cases.
BLE – Bluetooth Low Energy. BLE is a low-power version of the popular Bluetooth 2.4 GHz wireless
communication protocol. It is designed for short-range (no more than 100 meters) communication,
typically in a star configuration, with a single primary device that controls several secondary devices.
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BLE is best suited to devices that transmit low volumes of data in bursts, as the devices are designed
to sleep to save power when they are not transmitting data. Personal IoT devices like wearable
health and fitness trackers often use BLE.
ZigBee. ZigBee also operates on 2.4GHz wireless communication spectrum, but it has a longer range
than BLE of up to 100 meters. It also has a slightly lower data rate (250 kbps maximum compared to
270 kbps for BLE) than BLE. ZigBee is a mesh network protocol, and unlike BLE, not all devices can
sleep between bursts, depending on their position in the mesh and whether they need to act as
routers or controllers within the mesh. ZigBee was designed for building and home automation
applications, like controlling lights. Another closely related technology to ZigBee is Z-Wave, which is
also based on IEEE 802.15.4 MAC. Z-Wave was also designed for home automation, and it was a
proprietary technology that was recently released as a public domain specification.
NFC – Near Field Communication. The NFC protocol is used for very small range communication (up
to 4 cm), such as holding an NFC card or tag next to a reader. NFC is often used for payment systems,
but it is also useful for check-in systems and smart labels in asset tracking in Industrial IoT
applications.
RFID – Radio Frequency Identification. RFID tags store identifiers and data and are attached to
devices for reading by an RFID reader. The typical range of RFID is less than a meter. RFID tags can be
active, passive, or assisted passive. Passive tags are ideal for devices without batteries, as the ID is
passively read by the reader. Active tags periodically broadcast their ID, while assisted passive tags
become active when RFID reader is present. Dash7 is a communication protocol that uses active
RFID that is designed to be used within Industrial IoT applications for secure long-range
communication. Similar to NFC, a typical use case for RFID is tracking inventory items within retail
and industrial IoT applications.
WIFI. WIFI is the standard wireless networking based on IEEE 802.11a/b/g/n specifications. 802.11n
offers the highest data throughput, but at the cost of high power consumption, so IoT devices might
only use 802.11b or g for power conservation reasons. Although WIFI is adopted within many
prototype and current generation IoT devices, as longer-range and lower-power solutions become
more widely available, it is likely that WIFI will be superseded by these lower-power alternatives.
LPWAN – Low Power Wide Area Network. LPWAN is a category of technologies designed for lowpower, long-range wireless communication, so they are ideal for use within large-scale deployments
of low-power IoT devices like wireless sensors. LPWAN technologies include LoRa (LongRange
physical layer protocol), Haystack, SigFox, LTE-M, and NB-IoT (Narrow-Band IoT). NB-IoT [28] is fast
becoming the dominant standard for LPWAN networks.
Cellular. The LPWAN NB-IoT and LTE-M standards are aimed at providing low-power, low-cost IoT
communication options using existing cellular networks. NB-IoT is the newest of these standards and
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is focused on long-range communication between large numbers of primarily indoor devices. LTE-M
and NB-IoT were developed specifically for IoT, however existing cellular technologies are also
frequently adopted for long-range wireless communication. These include 2G (GSM), which is mostly
used in legacy devices, and which is currently being phased out, as well as CDMA, 3G, and 4G.
There are a many widely adopted technologies and standards for IoT networking, which makes it
necessary to choose network protocol based on key considerations and challenges such as range,
bandwidth, power usage, intermittent connectivity, interoperability, and security [29].

3.3.2 Internet Protocols for the IoT

The backbone of the IoT makes uses of a range of common internet standards:
Ethernet: Widely deployed for wired connectivity within local area networks, Ethernet implements
the IEEE 802.3 standard and is often used for communication with stationery IoT devices. For
example, sensor units that are installed within a building automation system can use wired
networking technologies like Ethernet. Power line communication (PLC) is an alternative hard-wired
solution that uses existing electrical wiring instead of dedicated network cables.
Internet layer technologies (OSI Layer 3) are concerned with identifying and routing packets of data.
Technologies that are commonly adopted for IoT that are related to this layer include IPv6,
6LoWPAN, and RPL.
IPv6: At the Internet Layer, devices are identified by IP addresses. IPv6 is typically used for IoT
applications over legacy IPv4 addressing. IPv4 is limited to 32-bit addresses, which only provide
around 4.3 billion addresses in total, which is less than the current number of IoT devices that are
connected, while IPv6 uses 128 bits, and so provides 2128 addresses (around 3.4 × 1038 or 340
billion billion billion billion) addresses. In practice, not all IoT devices need public addresses. Of the
tens of billions of devices that are expected to connect to the IoT over the next few years, many will
be deployed in private networks that will use private address ranges and only communicate out to
other devices or services on external networks by using gateways.
6LoWPAN – IPv6 Low Power Wireless Personal Area Network. The 6LoWPAN standard allows IPv6
to be used over 802.15.4 wireless networks. 6LoWPAN is often used for wireless sensor networks,
and the Thread protocol for home automation devices also runs over 6LoWPAN.
RPL – IPv6 Routing Protocol for Low-Power and Lossy Networks. The Internet Layer also covers
routing. RPL is designed for routing IPv6 traffic over low-power networks like those networks
implemented over 6LoWPAN. RPL (pronounced "ripple") is designed for routing packets within
constrained networks such as wireless sensor networks, where not all devices are reachable at all
times and where there are high or unpredictable amounts of packet loss. RPL can compute the
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optimal path by building up a graph of the nodes in the network based on dynamic metrics and
constraints like minimizing energy consumption or latency.

3.3.3 Application-level Protocols for the IoT

On the application layer, HTTP and HTTPS are ubiquitous for internet applications, but are often
unsuitable for low-power and wireless IoT devices. CoAP (Constrained Application Protocol) is a
lightweight HTTP that is often used in combination with 6LoWPAN over UDP.
In order to route messages between IoT devices, messaging protocols like MQTT, AMQP, and XMPP
are frequently used within IoT applications:
MQTT – Message Queue Telemetry Transport. MQTT is a publish/subscribe-based messaging
protocol that was designed for use in low bandwidth situations, particularly for sensors and mobile
devices on unreliable networks.
AMQP – Advanced Message Queuing Protocol. AMQP is an open standard messaging protocol that
is used for message-oriented middleware. Most notably, AMQP is implemented by RabbitMQ.
XMPP – Extensible Messaging and Presence Protocol. XMPP was originally designed for real-time
human-to-human communication including instant messaging. This protocol has been adapted for
machine-to-machine (M2M) communication to implement lightweight middleware and for routing
XML data. XMPP is primarily used with smart appliances.
The choice of technologies at this layer will depend on the specific application requirements of the
IoT project. For example, for a budget home automation system that involves several sensors, MQTT
would be a good choice as it is great for implementing messaging on devices without much storage
or processing power because the protocol is simple and lightweight to implement.

3.3.4 IoT networking considerations and challenges

When considering which networking technologies to adopt within the IoT application, developers
need to be mindful of the following constraints:
•
•
•
•
•
•

Range
Bandwidth
Power usage
Intermittent connectivity
Interoperability
Security

3.3.4.1 Range
Networks can be described in terms of the distances over which data is typically transmitted by the
IoT devices attached to the network:
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PAN (Personal Area Network). PAN is short-range, where distances can be measured in meters, such
as a wearable fitness tracker device that communicates with an app on a cell phone over BLE.
LAN (Local Area Network). LAN is short to medium-range, where distances can be up to hundreds of
meters, such as home automation or sensors that are installed within a factory production line that
communicate over WIFI with a gateway device that is installed within the same building.
MAN (Metropolitan Area Network). MAN is long-range (city wide), where distances are measured
up to a few kilometers, such as smart parking sensors installed throughout a city that are connected
in a mesh network topology.
WAN (Wide Area Network). WAN is long-range, where distances can be measured in kilometers,
such as agricultural sensors that are installed across a large farm or ranch that are used to monitor
micro-climate environmental conditions across the property. The network should be designed to get
the data from the IoT devices to where it will be used. So, we need to make sure that the selected
network protocol matches the range that is required for the use case. For example, we shouldn't
choose BLE for a WAN application that needs to operate over a range of several kilometers. If
transmitting data over the required range presents a challenge, consider edge computing, which
moves the analysis to the data out to the devices, rather than moving the data elsewhere for
processing.
3.3.4.2 Bandwidth
Bandwidth, or the amount of data that can be transmitted in a specific period of time, limits the rate
at which data can be collected from IoT devices and transmitted upstream. Developers need to
consider these factors:
•
•
•

The volume of data that each device is generating
The number of devices that are deployed in a network
Whether the data is being sent as a constant stream or in intermittent bursts, as the
bandwidth that is available will need to cope with the peak periods

The packet size of the networking protocol should match up with the size of the data that is typically
being transmitted. It is inefficient to send packets padded out with empty data, but on the flip side
there are overheads in splitting larger chunks of data up across too many small packets. Data
transmission rates are not always symmetrical (that is, upload rates might be slower than download
rates). So, if there is two-way communication between devices, data transmission needs to be
factored in. Wireless and cellular networks are traditionally low-bandwidth, so we need to consider
whether a wireless technology is the right choice for high-volume applications.
In addition, developers need to consider whether all of the raw data needs to be transmitted. One
solution might be to capture less data by sampling less frequently, capturing fewer variables, or
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performing some filtering on the device to drop insignificant data. If we aggregate the data before
we transmit it, it might help to reduce the volume of data to be transmitted, but then this process
has implications on flexibility and granularity in the upstream analysis. Aggregation and bursting is
not always suitable for time-sensitive or latency-sensitive data either. All of these techniques also
increase the data processing and storage requirements for the IoT device.
3.3.4.3 Power usage
Transmitting data from a device consumes power, and transmitting data over long ranges requires
more power than over a short range. You must consider the devices that operate on a battery to
conserve power to prolong the life of the battery and reduce operating costs. To prolong the battery
life, you can put the device into sleep mode whenever it is idle. It is a good idea to model the energy
consumption of the device under different loads and different network conditions to ensure that the
device's power supply and storage capacity matches with the power that is required to transmit the
necessary data by using the networking technologies that you adopted.
3.3.4.4 Intermittent connectivity
IoT devices aren't always connected. In some cases, devices will connect periodically by design in
order to save power or bandwidth. However, sometimes an unreliable network might cause devices
to drop off due to connectivity issues. Sometimes quality of service issues, such as dealing with
interference or channel contention on a wireless network using a shared spectrum.
3.3.4.5 Interoperability
With so many different devices connecting to the IoT, interoperability can be a challenge. Adopting
standard protocols has been the traditional approach for maintaining interoperability on the
internet. However, for the IoT, standardization processes sometimes struggle to keep up with the
rapid pace of change and technologies are released based on upcoming versions of standards that
are still subject to change. In these cases, we have to consider the ecosystem around the
technologies; that is, ask these questions: Are they widely adopted? Are they open versus
proprietary? How many implementations are available?
3.3.4.6 Security
Security is always a priority, so we need to select networking technologies that implement end-toend security, including authentication, encryption, and open port protection. For example, IEEE
802.15.4 includes a security model that provides security features that include access control,
message integrity, message confidentiality, and replay protection, which are implemented by
technologies based on this standard such as ZigBee.
Authentication. Developers need to adopt secure protocols to support authentication at the device
level, for gateways, users, and applications and services. For example, consider adopting the X.509
standard for device authentication.
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Encryption. If using WIFI, developers can select the Wireless Protected Access 2 (WPA2) for wireless
network encryption or we might adopt a Private Pre-Shared Key (PPSK) approach. To ensure privacy
and data integrity for communication between applications, we have to adopt TLS or Datagram
Transport-Layer Security (DTLS), which is based on TLS, but adapted for unreliable connections that
run over UDP. TLS encrypts application data and ensures its integrity.
Port protection. Port protection ensures that only the ports that are required for communication
with the gateway or upstream applications or services remain open to external connections. All
other ports should be disabled or protected by firewalls. For example, device ports might be exposed
when exploiting Universal Plug and Play (UPnP) vulnerabilities, so UPnP should be disabled on the
router.
In conclusion, selecting the IoT networking technologies involves compromise, across the board. The
choice of networking technologies will have an impact on the design of the IoT devices, and there
are dependencies among most of the considerations discussed above. For example, network range,
data rate, and power consumption are all directly related. If we increase the network range or rate
and volume of data that is transmitted, the IoT devices will almost certainly require additional power
to transmit the data under those conditions. For a basic home automation project, the power
consideration criterion is likely to be of low importance, as the device would most likely be powered
directly from a wall socket. Bandwidth limitations and drop-outs in connectivity would be higher
priorities, so we can adopt WIFI because it provides reasonable bandwidth and also makes it easier
to build the project by using commodity hardware. However, WIFI is not optimized for low-power
devices, so this choice might not be a good choice for a battery-powered device.
3.4 IoT Software platforms
Broadly thinking, a platform provides a common developing and run-time environment for setting
creating and executing up similar types of applications. The applications built on top of the platform
can then solve actual business problems. The purpose of a platform is to provide a level of
abstraction for the developers to focus on solving actual business problems and not building
repetitive technology for shared functionalities across similar applications. Four big players, Amazon,
Microsoft, Google and IBM all offer their own IoT software platform [30] [31]. In addition, there are
a number of IoT focused companies that offer dedicated IoT platforms such as Thingworx and
EVRYTHNG. A good platform can significantly cut down the costs for building applications
significantly [32].
Internet of Things platforms offer functionalities for configuring IoT applications, device
management and communication, collecting and storing data from the devices, analysing data and
security. IoT platforms offer an important key functionality, called device shadowing. Shadowing
means that the platform offers a virtual version of physical devices and seamlessly handles
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connectivity issues to and from device under the hood, without the programmer having to worry
about them.
The Amazon AWS IoT Platform offers a device software development kit (SDK) for establishing a
connection to your IoT devices. The SDK is programmable in several programming languages,
including JavaScript and Python. The Amazon SDK utilizes shadowing and offers a virtual device for
the programmer to work with. AWS has a rules engine for analysing incoming messages and data.
Amazon offers a separate software, AWS Greengrass, for configuring edge computing operations.
The AWS free tier includes 250 000 free messages per month for 12 months to get you started,
beyond this limit the cost is around 5 Euros per million messages. [30] [31]. Microsoft Azure IoT
suite offers a very similar package than Amazon. Developers can use the Microsoft IoT hub for
connecting IoT devices to Microsoft machine learning tools to create data insight and support
decision making. For example, Rolls Royce is one company using Microsoft IoT services for creating
value from IoT sensor data. Google Cloud IoT and IBM Watson also offer a toolsets for intelligent
analysis and machine learning to support decision making based on IoT data [30]. As the amount of
data collected by the IoT devices can be huge, it makes sense to perform data processing on the
network “edge”, i.e. as close as possible to the actual physical devices, thereby reducing
communication and processing costs. This concept is called edge computing and is supported by all
major IoT platforms.
3.5 Summary
The IoT is a rapidly developing concept made up of a wide range of key enabling technology.
Developing IoT systems and applications therefore requires a broad knowledge in devices,
networking, data and distributed systems.

4

IoT System Development Methodologies

The widespread adoption of agile software development methods over the traditional plan-driven
project management approach has proven that agile development methods are not just a fad. The
change of mindset required by agile software development has paved the way for the widespread
adoption of other, related advances in software development methods, such as DevOps, Test Driven
Development, lean software development and Kanban, and continuous integration and deployment.
This section provides a brief overview of modern software development methods that are also
applicable to IoT system development. Furthermore, as a special consideration, this section also
covers best practices and common pitfalls of distributed software development.
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4.1 Agile software development
Although many of the practices now considered agile have been employed for decades, the agile
software development movement formally originated from a group of experts who were dissatisfied
with the plan-driven approach to software development. From the several agile methods originally
proposed, Scrum has clearly emerged as the most successful one. Many practices from eXtreme
Programming, another early agile method contender, have been adopted to Scrum or to modern
software development in general. However, the XP method in its pure form has been mostly left by
the wayside. Following the success of Scrum, methods that are more or less extensions of Scrum
have been devised for large development organisations. Of these, SaFE and LeSS are the most
notable. Discussing these extensions is out of the scope of this brief introduction, but links to more
information can be found at the end of this section. Many different versions and implementations of
Scrum exist. The version described in the rest of this subsection is a simplified overview of the roles,
practices and processes of a typical modern Scrum project.

4.1.1 Roles

The Scrum process describes the following three roles: Developer, Product Owner and Scrum
Master. The developers do not have any Scrum specific responsibilities, but the development team,
as a whole, is expected to have enough skills and knowledge to develop the software system from
end-to-end.
A Scrum Master is responsible for coaching the team in the Scrum process and facilitating planning
and retrospective meetings. The most important task of the Scrum Master is to remove any
obstacles that prevent the rest of the team from doing their work efficiently and make sure the team
continuously improves their way of working.
A Product Owner is responsible for steering the software development project. The Product Owner
finds out what the users or customers of the software system needs and transforms this information
into requirements for the team. The Product Owner should be always available to the team to clarify
and elaborate requirements. The Product Owner has the final say on the prioritization of the
requirements. The Product Owner also reviews and accepts the team's work. Although many
organisations have multiple people that have requirements for the software, the Product Owner
should shield the team from external influence and act as the one source of truth when it comes to
competing priorities or conflicting requirements. The Product Owner role is said to be the most
demanding of the Scrum roles, since the Product Owner needs to understand the business and the
technology and be available to the team, but at the same time keep constant line of communication
open with the customers and stakeholders of the project in order to identify and prioritize
requirements.
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4.1.2 Process

Figure 23 illustrates the typical Scrum workflow. Originally the length of Scrum sprints were
suggested to be one to three months, but in practice the sprint length in contemporary projects is
typically from two to four weeks.
The Product Backlog contains all functionality envisioned to be implemented in the software. The
Product Owner is responsible for maintaining and prioritizing the Product Backlog. Although Scrum
does not dictate any specific format for the items in the Product Backlog, the following user story
format adopted from XP has become the de-facto standard way of describing backlog items in
Scrum:
As [a type of user] I want [description of the need] so I can [description of the motive]. For example, a
user story might state "As an office worker I want to know if the coffee is ready so I can avoid
unnecessary trips to the coffee maker".
Regardless of the specific format used, product backlog items are often called user stories. User
stories should describe user needs. Product backlog items that only describe implementation details
are not recommended.
In the beginning of a Scrum project, the initial Product Backlog needs to be constructed. Typically,
this is done in beginning of the project in a story workshop. The whole Scrum team should
participate, as should the most important stakeholders of the Scrum project. During the story
workshop, first, the participants identify abstract, high level functionalities the software could have.
These are often called epics. Second, the epics are prioritized. Third, the highest priority epics are
split into user stories, which are tagged with the epic they were split from. After the story workshop,
the product backlog should contain enough user stories for the first two sprints. Epics may reside in
the same product backlog as user stories. During a sprint, typically halfway into the sprint, a backlog
refinement meeting is held. The meeting has the same purpose as the story workshop – to generate
and prioritise epics, if needed, and to split enough epics into user stories that the team has enough
work in the product backlog for the next sprint. Furthermore, newly splitted user stories may be
estimated and prioritized in the workshop.
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Figure 23. Scrum Workflow
[Figure by Lakeworks. Licensed under Creative Commons Attribution-Share Alike 4.0 International.]

Each Scrum sprint starts with a sprint planning meeting, which is conducted in two parts. The whole
team and any necessary stakeholders participate in the first part. The goal of the first part is to plan
which user stories are to be implemented during the following sprint. If necessary, user stories on
top of the product backlog may be elaborated and estimated. All relevant information should be
utilized to estimate what can be taken into the sprint, including the estimates of the user stories
completed in the previous sprint, availability of the developers, needs for research or infrastructure
work, and so on. The first part ends when the participants have agreed on the scope of the sprint.
Typically, only the developers and the Scrum Master participate in the second part of the sprint
planning meeting. However, if the developers don't completely understand a user story, the Product
Owner may be asked in to elaborate the user story. During the second part, concrete development
tasks are created based on the user stories included in the sprint scope. These tasks form the sprint
Backlog. During this part, technical analysis and design is often necessary. If there are tasks that are
not directly related to any user story, they should be also added to the sprint backlog.
During the sprint the developers pick tasks from the sprint backlog and implement them. If
necessary, new tasks may be created based on the user stories in the Sprint scope. During the
development, a user story may be demonstrated to the Product Owner for immediate feedback.
Each day, often in the morning, the Scrum team has a daily meeting. During this meeting, each
developer briefly tells the others what they have been doing since the previous daily meeting, what
they are doing next, and if there are any problems or issues that need to be discussed. The Scrum
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Master should make notes of any problems and issues that come up, but actual problem solving
should be done after the daily meeting and in a suitable group in order to allow the rest of the team
to continue working.
At the end of the sprint, a sprint review meeting is conducted. In the meeting the development team
demonstrates the new functionality implemented during the sprint to the Product Owner and any
other relevant stakeholders invited to the meeting. All participants may give feedback to the team
and suggest improvements or changes to the functionality, but the Product Owner has the
responsibility for accepting or rejecting the user stories as done.
After the sprint review, the Scrum team conducts a sprint retrospective, where the main goal is to
identify what went well and what went badly in the previous sprint, and what can be improved.
Concrete action points should be generated and assigned to the members of the Scrum team.
Actions points from previous sprint reviews should be also reviewed and assessed. Detailed
instructions for conducting retrospectives are out of the scope of this brief introduction, but many
good resources for conducting retrospectives can be found on the internet.
It might be a good idea to leave at least half of a working day between the sprint review and
retrospective and the sprint planning of the following sprint, as such gap offers time to work on any
actions or improvements that come up in the retrospective. Furthermore, sprint reviews and
retrospectives are often mentally strenuous and leaving a gap before the following sprint planning
might be needed for recuperation.
4.2 Lean software development and Kanban
Unlike Scrum, lean software development is not a prescriptive process. Instead, it is the practice of
applying and adapting ideas originating from lean manufacturing into software development.
Subsequently, there are many definitions of lean software development. However, most definitions
agree that the two central aspects of lean software development are respect people and continuous
improvement. Lean software development introduces several tools practices that help software
development teams to eliminate waste, improve quality and optimize the whole. Of these, Kanban
might be the most well know. In its original form, "kanban" refers to a physical board that visualises
a production process and limits the amount of inventory in each stage of the process. In software
development, Kanban, with a capital K, refers to a specific way of managing software development
work that is inspired by the production process kanban.

4.2.1 Kanban

Unlike Scrum, Kanban does not prescribe roles or meetings. Instead, Kanban provides a set of
guidelines for managing and visualising the flow of work and limiting the amount of work-in-progress
(WIP) in each stage of the software development process.
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A Kanban board is the core of Kanban. The board may be physical and constructed on a wall using
masking tape and post-it notes or exist in one of the many software tools that support the Kanban
process (Figure 24). When a physical Kanban-board is used, a magnet or sticker may be used to
denote the person who working on a work item.

Figure 24. Kanban Board
[Figure by Rakuten, Inc. Licensed under Creative Commons Attribution-Share Alike 3.0 Unported]

A Kanban board is divided into columns which represent the different stages a work item passes
through. What columns are used depends on the project and the team, but typically at least the
following columns are included: To do, Analysis, Development, Testing, Done. Each work item is
denoted on a separate card or sticky note. Each column, except Done and perhaps To do, has a set
limit of work items (a.k.a. the WIP limit) that can reside in that column. Since there is a limit to the
number of work items, new work items can be pulled from the previous development stage only
when some work in the current stage is completed and can be pulled to the next stage. The WIP
limits are a compromise between the time each work item takes to pass through the whole process
and the level of utilization of the available development resources. The WIP limits should be
empirically adjusted based on observational data, but a good starting point is to have WIP limit of
number of developers working on the process stage plus one. When one process step (column) is
clearly the bottleneck in the development process, WIP limits upstream of that process step should
be decreased in order to limit the negative effect of the bottleneck.
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Kanban boards are often also divided into horizontal swimlanes that represent different priorities of
work items. For example, a Kanban board might have a separate swimlanes for critical bugs that
need to be fixed as quickly as possible and normal development work. The swimlanes should share
the column WIP limits, but all work on a higher priority swimlane should be completed before new
work is pulled to the lower priority swimlane.
4.3 DevOps
DevOps is the combination of practices and tools that increases an organization’s ability to deliver
applications and services at high velocity: evolving and improving products at a faster pace than
organizations using traditional software development and infrastructure management processes.
This is achieved by aligning software engineering, quality assurance and technical operations (Figure
25).
DevOps has been enabled by two changes in the way software is created and operated. First, in an
agile development environment where cross-functional teams work to implement software end-toend, it makes sense to extend the responsibilities of the team into the deployment and operations of
the software system. Second, the proliferation of cloud-based PaaS and IaaS solutions has reduced
or even removed the need to monitor and maintain hardware or infrastructure. Subsequently, the
focus of operations work has moved to implementing and improving systems that support the agile
way of working, such as test automation, continuous integration and continuous deployment.
Infrastructure as code, a related principle, means that infrastructure is managed with tools that
provision infrastructure based on configurations and scripts. These configurations can be created
and managed like any other program code, for example, using pair programming, code reviews and
version control.
Summarising, DevOps means that the development team takes the responsibility for the whole
lifecycle of a software system from the first line of code to acquiring and provisioning the necessary
infrastructure, and all the way to the monitoring and maintenance of the system in operation.
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Figure 25. DevOps
[Figure by Rajiv.Pant. Licensed under Creative Commons Attribution 3.0 Unported.]

4.4 Test Driven Development
Test Driven Development (TDD) was formalized as a part of eXtreme Programming, but was soon
adopted outside the XP method as an independent approach to developing software. Since you
could use TDD in a plan-driven project (which would result in something akin to the V-model), it is
discussed here in its own section. Note, that while strict TDD is a mandatory part of XP, in practice
strict TDD is rarely done. For example, TDD could be used when developing algorithms or complex
data manipulation functions, but omitted when developing UI components.
TDD, in its core, is simply the practice of writing the test code before the actual software code. In
practice, TDD is always used in conjunction with automated unit testing. Test should be written in
small segments, testing one specific and well defined aspect of the software at a time. After the test
code is completed, the functional software code is added to and altered until it passes the tests.
When the tests pass, the code is refactored for clarity and coherence. Then, new tests are added for
the next part of the functionality. This cycle is repeated until the software unit (module, class,
function, etc.) is completed. If the test code is well documented, it will also act as low-level
documentation of how the software should work.
Acceptance Test Driven Development is a related practice where acceptance tests for a feature are
written before the implementation of the feature. While some acceptance test may be automated
using system test automation tools, such as Robot Framework or Cucumber, they often require
some manual work, meaning that the whole acceptance test suite cannot be executed constantly.
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Instead, the acceptance tests are executed when the feature is considered to be functionally
complete. Like with unit tests, well documented acceptance tests may act as documentation on how
the system should work.
4.5 Continuous Integration and Deployment
Collective code ownership is another development practice that was popularised as a part of XP, but
has since become pretty much de-facto standard way of working. It means that at least within a
development team, all developers are free to work on any part of the codebase the team is
developing. A potential downside of this practice is that multiple people working on the same
module or function may create conflicting changes that are arduous and error-prone to merge.
Continuous integration is a development practice and a toolchain that mitigates the problem with
conflicting changes. When practicing continuous integration, developers push their changes to the
code base to the continuous integration server as soon as they have completed a working piece of
code, which is often several times a day. A continuous integration toolchain then automatically
builds the code and runs integration tests on it. If the integration tests pass, the new code is merged
to the shared codebase and is available to the other developers. When working in this fashion, the
codebase each developer is working on does not diverge significantly from the others, merging is
usually automatic and merge conflicts are often easy to solve. Naturally, continuous integration
requires that a modern version control system, such as Git or Mercurial, is used in tandem with the
continuous integration tool.
Continuous deployment takes the idea behind continuous integration and takes it a step further.
With continuous deployment, a new version of the software system is deployed whenever the latest
changes pass automatic integration and system tests. Typically, the system is not automatically
deployed to production use, but to a test server, where the system can be tested in real
environment and with real data, and perhaps by real early access end users. The effort to deploy the
new version to real production use is often minimal, since the version is already running in a
environment identical with or very close to the real environment. With continuous deployment, the
decision to deploy a new version to production is a business decision independent of the technical
costs of deploying software. However, there might be other costs created by a new version, such as
certification, localisation, updating user manuals, training users, and so on, that affect the business
decision to release the new version to general use.
4.6 Distributed software development
The most important guideline for distributed software development is "don't do it". Research and
practice has shown that distributed software development rarely produces the benefits that are
expected from it. The main difficulties in distributed software development are caused by different
distances between the development parties.
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Geographical distance is the most obvious of the problematic distances. In most cases, face-to-face
communication is the most efficient and effective way to convey information. Distribution, for
example, to different floors in the same building has been found to reduce communication between
the members of a project. As the geographical distance grows, grow the difficulties of face-to-face
communication. Modern telecommunication tools mitigate this issue to some extent, as different
tools offer alternative communication channels. For example, you could use Skype or Google Meet
for real time communication and Slack or Flowdock for other informal communication needs. If a
team is distributed, they might set up an always-on telepresence system between the different sites.
Temporal, or time zone distance creates additional challenges to geographical distance. You should,
at least, have a hour or two of overlapping office hours to enable real-time teleconferences between
the sites. Of course, it might be possible to arrange one site to work outside their normal office
hours, but such an arrangement is rarely beneficial on the long term, as it may cause extra employee
turnover at the off-time site.
Cultural distance refers to the differences in the customs and social behaviour between the different
sites. Developers from one culture might be happy to discuss and challenge ideas presented by their
manager, while in another culture such behaviour might be considered unacceptable. When a new
distributed project is about to begin, employees from the different sites should try to familiarize
themselves with the basics of the culture and customs of the others. Tourist guides are one easy
source for information on culture and customs, but there are also book series dedicated to culture
and customs of different nationalities or ethnic groups. The value of understanding the history of the
people to understand their culture should not be overlooked, either.
Having a face-to-face kick-off meeting when a project begins is always beneficial, but it is especially
important in distributed software development projects. In addition to the usual benefits, getting to
know the people from the other sites in person helps to migitage suspicions, mistrust and
communication breakdowns. Peer-to-peer communication channels between the different sites
should be established to reduce miscommunication and communication delays, although it might be
difficult in practice due to cultural differences or corporate policies.
4.7 Rapid IoT Prototyping
Rapid prototyping of Internet of Things means quickly building experimental yet functional IoT
applications and systems. To speed up development, production related requirements, such as code
quality, reliability or scalability, are initially ignored. Prototyping allows quick feedback from both
technical perspective and end users and iteratively improve designs and architectures. However,
rapid prototyping should typically indicate a clear route from prototyping to production.
Rapid prototyping of IoT systems and applications has significant barriers. IoT system development
•

involves the use of constrained wireless networks and devices
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•
•
•
•
•

requires distributed software spanning small embedded devices, middleware and backend
systems
involves a large number of devices
involve concurrent hardware and software integration and/or development
requires sophisticated data processing capabilities
raises significant testing and deployment issues

Because of the complexity of IoT systems, IoT rapid prototyping is challenging and only feasible for
small scale systems with low complexity. However, the increasing availability of IoT platforms and
well-supported embedded devices such as Arduino is increasingly extending the range of IoT systems
that can be prototyped.
4.8 Summary
Developing IoT systems and applications is a complex task that requires not only the understanding
of key enabling technologies (Section 3), but also practical knowledge of key development
methodologies. With more and more product development moving to lean and agile approaches,
rapid develop practices become for the IoT. Specific IoT development practices have not yet
emerged and existing methodologies from Scrum to DevOps remain critical for the IoT

5

IoT Product Design and Human-Centered Design Methods

Design plays a central role for developing successful and meaningful IoT products and services. In a
Harvad Business Review article entitled “The Internet of Things Needs Design, Not Just Technology”
[33], Scott A. Nelson and Paul Metaxatos make the case that design thinking is vital for the IoT and
identify five ways that technology and design can build successful partnerships to succeed in IoT:
1.
2.
3.
4.
5.

Agree to a clear problem statement.
Appoint a systems lead who understands design.
Work with designers who understand technology.
Follow a build-test-learn process.
Simplify for success.

These recommendations reflect that recent changes about what design is and how design can create
value. Traditionally, design was considered ‘a beautiful wrapper around the idea’ [34]. Design was a
tactic to make ideas more attractive with limited opportunities for values. As needs became more
complex to understand and address, design moved from a marginal role to the central role in value
creation - creating the idea and addressing desires and needs in a holistic way. This creation is
fostered by a design process that can be modelled as three iterative stages: design thinking, design
making and design breaking.

47
The European Commission’s support for the production of this publication does
not constitute an endorsement of the contents, which reflect the views only of
the authors, and the Commission cannot be held responsible for any use which
may be made of the information contained therein

588386-EPP-1-2017-1-FI-EPPKA2-KA
IoT Rapid-Proto Labs (IoTLabs)

•

•

•

Design thinking differs from engineering or computational thinking by its integration of
creativity and innovation at its core. Rather than ordered steps, Tim Brown describes the
execution of design thinking as three ‘spaces’ to go through: inspiration, ideation and
implementation [34] Relying on the collection, analysis and interpretation of quantitative
and qualitative data, this stage articulates the understanding of the needs, with the potential
for innovative solutions. Thus, the design thinker demonstrates empathy, integrative
thinking, optimism, experimentalism and collaboration;
Design making moves the design thinking implementation further. Ranging from mockups to
functional prototypes, its purpose is to build the means to communicate and test design
ideas. In a business perspective, we also refer to this stage as Minimum Viable Product
(MVP);
Design breaking close the cycle of the design process, aiming at testing and discarding
designs for better ones. This stage requires to embrace failure, using it has a tool to enrich
the understanding of the context. The ability to quickly test a design concept is key to
successful design processes as it enables exploring opportunities and constraints of a wide
range of ideas. This stage closes the loop of the design process.

Through this process, the designer takes on different roles. First, the designer is
•
•
•

a collector, aggregator and facilitator of knowledge, building an understanding of the needs,
constraints and opportunities;
a generator of ideas, envisioning potential innovative solutions;
and, a creator and evaluator of concepts, evaluating and validating designs from multiple
perspectives.

In the Internet of Things context, designers encounter three key challenges that prevent them to
properly play their role in the design of connected products and services.
•
•
•

Getting an appropriate understanding of complex, multi-perspectives and contextual
environment;
Being aware of opportunities and possibilities that IoT technologies can offer [35];
Building prototypes to test and evaluate innovative IoT design ideas.

In this chapter, we map out design methods for the IoT. We first explore methods commonly used
by designers for a wide range of design that apply for IoT. While pointing at the literature for more
details, we focus on the strength and the limitations of these methods in an IoT context.
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5.1

Generic Design Methods

5.1.1 User research methods

User research methods support designers and researchers to understand user behaviour within a
given context or situation. It can be used at all stages of the design process to better understand the
users and their context.
Interviews are one of the most flexible research tools available to designers, enabling at any stage of
the design process to ask experts, users and other relevant stakeholders for information. Interviews
are particularly useful for gathering concrete information about existing experiences rather than
speculation about future products or situations. Depending on the objective, interviews can range
from very precise, closed questions for validation (structured) to open-ended, opportunistic
questions for exploring a context (unstructured). However, interviews have limitations, especially in
the IoT context. First, interviewees can only respond what they know consciously. Latent or tacit
knowledge such as daily routines and other unconscious behaviours cannot be captured. Second, the
quality of the results depends on the ability of the interviewer. Finally, interviews are qualitative and
can only be conducted with a limited number of participants [36] p.78, [37] p.47.
Similar to the interview, the Focus Group elicit an understanding through asking questions and
prompting for conversations. However, this discussion takes place in a group session with usually 6-8
participants driven by a moderator. The focus group brings a multi-participant dynamic in which
answers and statements of participants can encourage and trigger thoughts from other participants,
encouraging a conversation. They are most useful for gathering concrete information about exciting
experiences, building empathy or understanding with users, defining the design problem, and
providing feedback on design concepts and prototypes. Focus groups share similar limitations with
interviews. As a dominant person might push his or her opinion on the other participants, the quality
of the results depends on the quality of the moderator. Although the focus group can span more
participants than the interview, only a limited number of sessions can be conducted [36], p.64, [37],
p. 51.
In many situations, the context is intertwined with daily routines and influenced by external factors
such as environmental, temporal and social. Thus, it is challenging to fully understand this context by
asking questions and relying on participants’ memory. Contextual observations can help take into
account the range of external factors that can influence people's behaviour, such as environmental,
temporal and social factors. The data collection relies on what is visually available: user's actions,
physical posture, changes in facial expressions and gaze, gestures. A whole set of important clues
which cannot be captured in the lab. Defining a clear objective prior to the observation is key to
ensure that the observation reveals useful data [36] p.44, [38]
Although contextual observations provide a deep immersion into a contextual environment, it might
not be appropriate nor feasible to observe a context over the necessary period. In this case, there is
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a need for ‘interviewing’ participants in real time, as they are performing an action or living in a
particular event. This is the purpose of the Experience Sampling Method (ESM) which allows
collecting real time self-reporting data about subjective experiences such as mental state, emotions
or thoughts. Participants are prompted at predetermined times by a signal such as a text message or
a phone notification and asked to report in a diary about their current state or feelings. This method
avoids relying on memory and focus on the richest present situation. Such repeated prompt for
information over a specific period allows to capture the dynamic changes in one’s experience and
the collected data can be analysed using both qualitative and quantitative methods. This method is
limited by its time-consuming nature regarding the participants, which requires to optimise the tasks
being asked to participants as well as maintaining participants’ engagement [39] p.60. Examples of
implementation can be found in the literature [40] [41] [42] [43]
In some cases, third-person data collection might not provide enough empathy to properly
understand and feel the context. Bodystorming is a form of brainstorming which makes use of the
entire body instead of sitting around a table with pen and paper. The purpose is to actively play the
contextual situation to uncover tacit knowledge not always readily available when talking about how
we experience the world. Usually conducted by the design team, it can also include a larger set of
participants, sometime borrowing techniques from Theatre and dramatic improvisation [36] p.26.
This section is only a glimpse of user-centred methods. The use of these methods depends on the
aim of the study and the perspective from which we want to understand a user behaviour. We
consider four dichotomies which can help in selecting the appropriate methods.
•

•
•
•

Surface versus Deep. Relying on Visser’s model [39] helps determining the level of intimacy
we need to reach with the context we investigate. Do we want people to tell us about
something, asking them explicitly? Do we want people to do or use something so that we
can observe their behaviour?
Individual versus groups. Do we need to dive into the intimate of each participant, or on the
contrary, do we want to leverage the dynamic of a group discussion?
First vs third person. Can we reach the appropriate level of immersion and empathy from
participants or shall we become the participant in order to experience and feel?
In context vs after. Can we rely on participant memory or do we need instant reporting?

5.1.2 Ideation

Through user-centred methods, the previous section highlighted several ways of collecting data.
However, the data collection is only a part of the research process. Interviews, focus groups,
contextual observation and similar methods generate a significant amount of qualitative data such
as notes, transcripts, video or audio recording. Reading through this data is overwhelming. We need
methods to explore, parse, structure and build understanding out of this data.
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Affinity diagramming is a simple and cost-effective, systematic method for processing such data,
which is typically qualitative in nature (Thematic analysis is a variation of this method). It allows for
analysing data by breaking down the content and organising the resulting pieces into coherent
clusters. This exercise is more effectively achieved as a group conversation (e.g. designer team)
through an active browsing of the data. Printed out, the data can be physically split. Sticky notes can
be used to map the problems and observations identified on a wall, different colours identifying
level of clustering. This is an iterative process in which the team refine the structure of the findings
at each iteration [36] p.22.
In addition to identifying themes, it can also help to picture characteristics of typical users,
customers or other stakeholders. A Persona is a fictional character that combines traits extracted
from the raw data that are relevant to the design issue. As part of a story, personas thread together
people’s goals, motivations, attitudes and behaviours into a unified character. For example, a
persona called Sophia, who is 40 years old, works in a coffee shop, uses a second-hand smartphone
and is vegan, is more specific than an abstract and generic ‘user’. This personal quality allows us to
engage socially and emotionally with the need of the user and to include their voice within all phases
of the design process. While the persona helps understanding problems, needs and motivations of
typical users, insights can remain limited. The method of Extreme Characters prompts us to think
about design solutions for users on the edge, such as drug dealers or secret service agents. Extreme
characters with their unusual and unique emotions, habits, and needs allow us to expand our set of
concerns and to discover new possibilities for design solutions. Once we have characters, it becomes
easier to put them into the context to walk through potential situations. This is the method of
Scenarios (or Future Scenarios, User Stories), which focus on the relationship between people and
designed products or services, their objectives, the context, and potential social implications [36]
pp.100, 110 & 62.
Another approach to structure data and extract insights is to map it out. It helps get perspective over
the complexity of an existing or future product or service and its environment. User journey
mapping focuses on the important steps involve in a complex experience, describing for each of
them what the user is doing, thinking and feeling. Service Blueprinting focuses on services while
many key elements of it are hidden from the end user. It plots out all these different elements in
order to form a picture of the overall system. This helps to make it more comprehensible, and
identifies strengths and weaknesses. Finally, the value proposition canvas focuses on the economic
dimension, building on the business model canvas to guide the process of designing a solution that
addresses customers’ pain points (their issues, annoyances) and gains (what they want to achieve)
([36] pp.110, 128, 114 & 132).
Workshops bring together a group of people consisting of designers, researchers, users, clients, and
other stakeholders sharing a common interest to solve a problem. It fosters empowerment,
democracy, teamwork, and collective thinking and making. Designers usually work as a facilitator in
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workshops. Although user-centred research brings material to better understand the stakeholders
within a given context, it is valuable to actively involve the stakeholders in the ideation and design
stages of a product or service. It ensures that the needs of the people we are developing for remain
at the centre of the design process. Co-design Workshop (Participatory design is a similar method) is
a way to achieve this by bringing users, customers and other stakeholders together to rapidly
critique and iterate on design concepts. Beyond keeping users in the loop, this method is about
‘designing with’, rather than ‘designing for’ people, at any stage of the design process. Future
Workshops is another variant of workshops which involve more broadly any people sharing an
interest in a problem to solve. It allows identifying the problems related to the current situation,
imagine alternative solutions, and outline an action plan for implementing these solutions ([36]
pp.40 & 68).
In this section, we browse through the key methods supporting designers from raw data towards
ideation and design concepts. It is about processing large amount of qualitative data, building an
understanding of people in context and envisioning change in this context via the design of
innovative products or services.

5.1.3 Prototyping Methods

In design, prototyping methods are means to quickly implement a design concept. The designer uses
this implementation as material to evaluate the concept, as we will detail in the next section. In
contrast with the engineering domain in which prototypes are meant to evaluate the functional
aspects, design prototypes can take very different forms depending on the stage of the design
process. Prototyping design methods help potential end users to project themselves into a potential
future context. While cost, time or technical skills might prevent designers to implement each
prototype, it can also be a strategy to explore the intangible qualities of a design. In this section, we
will focus on those prototyping methods, as they differ from engineering prototyping.
The Experience Prototyping method is a good example of such method enabling designers to focus
on the user experience and context of use, rather than fixating on the product form and features.
How do people think, feel and act in situations with the envisioned design? It is well suited to
explore those aspects in an IoT context in which physical, social, spatial and temporal dimension
plays an important role. In this process, the use of Mockups can provide a quick way to visualise the
detailed representation of an envisioned product. They are scale or full-size models of products and
their features. Digital-only solutions can be produced in vector-based graphics editing tools or with
specialised mockup software tools that offer predefined user interface elements. Physical products
can be mocked up using 3D modelling software and rapid prototyping techniques, such as 3D
printing and laser cutting, and subsequently applying colour and texture features. While Mockups
are not functional, they can still be used for preliminary user testing ([36] p.58 & 90). However,
complex environmental context involving future technologies might require a Technology Probe
approach. Within the approach of Research through Design, technology probes involve a piece of
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technology that is used as a probe to generate discussion about potential use of technology and its
environment. As Hutchinson and colleagues phrase it, it combines ‘the social science goal of
understanding the needs and desires of users in a real-world setting, the engineering goal fieldtesting the technology, the design goal of inspiring users and researchers to think about new
technology’ [44]. They use this approach to explore the design of messaging technology to connect
remote family members. Another example by Pschetz and colleagues investigate interaction and
usage of blockchain technology in an office setting [45].
In design, a prototype can also take the form of a video. This is especially the case in complex IoT
contexts in which it is challenging to capture the design vision through a tangible artefact, video
prototyping is a useful method to communicate a context of use and a narrative around the
envisioned experience. A video prototype is a short movie showing how one or more users would
interact with a future product based on a scenario[46], allowing for recording concepts in an
engaging visually rich format. Depending on the stage of the design process, video prototyping can
be used in combination with experience prototyping or later on with methods such as wizard-of-Oz
prototyping.

5.1.4 Evaluation Methods

Evaluation is a key part of the design process as it gives the opportunity to move towards the new
design iteration by ‘breaking’ or validating the prototype. In this section, we present a series of
effective evaluation methods in the IoT context.
Some of the methods we mentioned in the previous sections can provide evaluations. For instance,
interviews and focus groups can be structured to ask participants whether the proposed solution is
viable. However, the evaluation extracted from these methods are limited to the mental model that
designers build out of the collected data. Usability testing can help to overcome this limitation by
determining whether people understand how to use a product, in other words, whether the
conceptual model of the product matches the user’s mental model. To this end, we ask participants
to accomplish a specific list of tasks with the prototype we want to evaluate. The test takes place in a
control environment in which the researcher can observe and record the session. The list of tasks
focuses on measuring efficiency (i.e. completion time), effectiveness (i.e. ability to complete the
task) and satisfaction (i.e. quotes from participants) [47]
A different evaluation strategy might be to rely on experts rather than end users. While usability
testing requires time and resource investment to provide the necessary prototype fidelity and a valid
evaluation, heuristic evaluation method collect feedback from experts. Based on their domain
knowledge, expert determine if a design solution fit with a list of heuristics (usability principles). A
popular list by Nielen & Molich includes visibility of system status, match between system and real
world, user control, consistency, error prevention, recognition rather than recall, flexibility or use,
aesthetics, recovery from errors, and help options [48] [47].
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The Personas method we describe as part of the envisioning methods can provide an interesting
material to evaluate a design solution early on in the design process. As Nielsen write, ‘The Persona
is static but becomes dynamic when inserted into the actions of the scenario. In the scenario, the
persona will be in a context, in a specific situation, having a specific goal.’ ([49], p. 72). The personabased walk through aims at setting personas into the newly designed context and see through their
lens. It is a strategy to evaluate a design with empathy.
The more complex the design context, the more challenging the immersion into the appropriate
perspective and empathy. These evaluation methods are limited by the conscious understanding the
‘evaluator’ has about the context, whether it is the designers themselves, knowledge experts or end
users. The second part of this review of design methods dive into the emerging design methods for
and with the Internet of Things.
5.2 IoT-specific Design Methods
In the previous section, we provided an overview of well-established general design methods,
highlighting the strength and limitations of each method in IoT contexts. In this section, we dive into
the emerging methods that aim to address these limitations.

5.2.1 Rowland’s Design Model for IoT

To guide designers through the challenges of the IoT design process, Rowland proposed a model for
the design of connected products [50] . She divides the IoT design process in a series of layers from
most to least visible to the end user. While each of these layers varied in size and relevance
depending on the design goal, it is important to address them all for a successful connected product.
This model is not composed of orderly steps, but rather a set of iterations with a fluid navigation
through steps.
•

•

•

UI/Visual design – The most visible layer is a common element of the design process. What
does it look like? This applies to the layout, the form, the visual styling as well as the look
and feel on the device. The user interaction should fit the opportunistic properties as well as
the constraints of each device, be it a tangible interface, a wearable, a smartphone app or a
web interface.
(Per-device) Interaction – This layer is about the interaction design (software) and the
industrial design (hardware). What is the desired behaviour of a device, how do users
navigate through the functionalities? For the software aspects, designers might employ user
flows or low-medium fidelity interactive prototypes. Hardware aspects could include
aesthetic and functional design of a physical device, its form, material, and capabilities. At
this level, the IoT challenge lies in fluid interactions between software and hardware.
Inter-usability – A major challenge lies at this stage. While per-device challenges are part of
most product design process, multi-device interaction adds an additional set of challenges.
Inter-usability includes the coherence of actions and information across devices, taking into
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•

•

•

account device capability and potential failures. This set of challenges are often addressed
in tandem with those of the UI/Visual design layer.
Conceptual model – The inter-usability increases the complexity of the system and with it,
reducing the end-users understanding of how the IoT product works. It requires to build an
easy mental model for the end users, giving them confidence they will be able to use the
system even if they do not understand all its details. The conceptual model helps users to
understand the IoT product and to develop appropriate expectations of what it does.
Service and Product – A connected device comes with the expectation of an ongoing service,
including a holistic view of user experience, customer support interactions, instructional
guides, marketing or sales materials. In comes together with the productization – a
compelling product proposition. What problem does the IoT product solve for the users?
Platform – The platform of a connected product is its backbone, fully hidden from the end
users. Behind the scenes, it takes care of low-level details to help developers build
applications more easily.

5.2.2 Ideation Methods

Reviewing well established designed methods, we presented scenarios, future workshops and
personas, among other methods to support designers through the ideation phase. However, these
methods are limited when it comes to envisioning within the multiple perspectives of an IoT context.
IoT products and services are all about rich (smart) interaction between things and people. Thus,
fiction plays an important role in the process of understanding which and how interaction should
take place. Drawing on body storming, Jung and colleagues rely on personification to empathise with
things and envision innovative and relevant IoT contexts [51]. Negri and colleagues [52] stress the
importance of grounding and connecting this bodystorming stage of the design process with the
earlier stage of data collection and co-design.
Extending on mapping tools, the tangible Business Process Model (tBPM) and Lillidots to structure
data and ideate on IoT design solutions[35]. They provide framework to reflect and design with
insights extracted from earlier data collection. Workshop with Tiles also provide a co-design
approach to ideate on design challenges [53]. Tiles typically paper-based cards that represents
things, people behaviours, interactions, data, values and so on. At a very low cost, they are a
powerful tool to engage workshop participants into the elaboration of scenarios, surfacing clashes
and frictions, and highlighting needs and opportunities in complex IoT environments.
Designing the IoT is also about making new ground in order to address relevant problems with
tomorrow’s technology by challenging today’s. In this context, Stead proposes a different approach
to ideation through design fiction [54]. Exploring opportunities to cut down E-wastes, he pictures a
‘toaster for life’ through a vision of mundane appliances which is no longer throwable. He points out
the poor, technology-driven design of current IoT products: ‘making your refrigerator talk to your
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toaster is a senseless trick that any competent hacker can achieve today for twenty bucks’. Such a
design fiction compiling data, discussions and reflections generated during the earlier stages of the
design process can be a powerful approach to relevant IoT design.

5.2.3 Data-Enabled Design Methods

The main opportunity of the Internet of Things is its unique ability to continuously and pervasively
generating and collecting data. It provides a novel, detailed perspective on users’ behaviour and
their environment. It is also a powerful tool to trigger ideas, and better understand a contextual
situation together with the end user. In this section, we review emerging design methods which
leverage the IoT data to stimulate innovation and deepen our understanding of the context in
collaboration with the end users.
5.2.3.1 Using data to stimulate creative thinking
Dove and Jones explored the role of visualisation to increase design creativity in the context of
domestic energy. In a workshop setting with the end users, their objective was to generate ideas for
new products and services using home energy data [55]. They designed an ‘energy consumption
explorer’ presenting custom visualisations of domestic energy data. Participants were able to
navigate through a home energy dataset, exploring energy consumption over the day and the week,
per appliance, from cost and energy consumption perspectives. Base on Dove and Jones example, a
data augmented workshop has three main steps:
•
•

•

Situation – First, the researchers invite the participants to reflect on a notion or aspect. In
their study, Dove and Jones focused on control within a smart home;
Exploration – Then, participants dive into a set of data visualisations and extract information,
reflections and stories from the data and organise them on sticky notes. At this stage, Dove
and Jones provided participants with the energy consumption explorer and asked them to
extract information and insights. Dove and Jones’s study highlights that increasing ambiguity
in domain data visualisation reduces the creative design performance;
Ideation – Finally, participants combine a situation (step 1) with insights (step 2) to ideate on
a new product or service.

5.2.3.2 Data probes
We already discussed the challenge of helping end users remember contextual information.
Experience sampling facilitates this process by prompting participants for inputs within a given
context. Marti and colleagues go beyond this method with the notion of Experiential Design
Landscapes (EDLs) [56]. EDLs “are environments, be it physical or virtual, that are part of society (e.g.
designated areas in the cities, sports parks, virtual platforms, etc.) in which a design research team
meets people in their everyday life”. Bogers and colleagues provide a powerful example of how to
create such an EDL in the context of parents feeding their baby with a baby bottle [57]. Their
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approach relies on two iterations. First, Second, they utilise contextual, behavioural and experiential
data in the design process while the probe is situated in everyday life.
For the contextual step, they built an Arduino-based 3D-printed bottle sleeve with an SD card to log
data. With the sleeve, the augmented baby bottle captures the feeding actions and routines such as
preparing, feeding and cleaning with an accelerometer. An infrared temperature sensor measures
the milk temperature. During this step, they built an understanding of the contextual data by
collecting sensor data, interviewing the participants and asking the participants to keep a diary of
the feeding events. Through this step, Bogers and colleagues understood which quantitative sensor
data can be meaningfully linked to the qualitative data captured during the observations, interviews
and diaries.
Relying on the contextual step, the researchers designed a data canvas: a kit composed of a
connected device, a smartphone app and a web portal. The smartphone app is the medium of the
EDL. It plays the role of an experiential probe, of a messenger as the researcher displays questionmessage and as a Bluetooth gateway to collect and transmit data from the baby bottle. Insight cards
shown on the app, created and updated throughout the study based on collected insights. The app
opens a dialogue through data and manual interaction between the designer research team and
families. This approach enabled the researchers to better understand which data was relevant to the
users. It drove changes in the design goal of their study. Finally, it offered rewards to the participants
in the form of uncovered actionable insights.
5.2.3.3 Participatory Data Analysis
The mainstream user-centred research methods we mentioned in the first section of this chapter
offers opportunities to interact with people to better understand their behaviour and their
environment in a given context. Aside the technical challenges, designers can immerse themselves
into sensor-based data and extract a new perspective on the environment, with deep insights about
what is happening. Both approaches (qualitative and quantitative) are complementary and
sometime called big (large scale, aggregation) and thick (small scale, in depth) data [58]. Designers
can use the sensor-based data as new material to connect with the motivations and goals they
defined, from either the users or the domain experts’ perspective. However, at this stage it is
challenging to use the full potential of the sensor-based data. Why things are happening the way
they are captured by sensors? This question is often left to the interpretation of the designer.
The Participatory Data Analysis (PDA) relies on the assumption that people are experts of their own
lives, thus capable of interpreting their own data. The PDA leads the designer from the connection
between raw data visualisation and the design goals towards intelligible and engaging visualisation
material. Then, the designer relies on this material to conduct co-analysis sessions of personal data
with each participant to extract precise insights. The personal visualisations increase the
engagement of the participants as they can learn about themselves throughout the process. It also
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reduces the memory impairment of typical interviews. Two examples by Bourgeois and colleagues
[59] [60] [61] in the contexts of home energy generation and electric mobility.

5.2.4 Rapid Prototyping Tools

While the space of rapid prototyping is expanding in the hardware domains such as 3D printing and
electronic platforms such as Arduino and Raspberry Pi, the software aspects of the Internet of Things
remains difficult for rapid prototyping. The main challenges are programming for different
platforms, bridging different communication technologies, mashing up heterogeneous sets of
devices, and coding or teaching the ‘smartness’ of connected products or services.
There are several attempts to address some of these issues. Kubitza and Schmidt propose a toolkit
with a combined server along dedicated software per platform that exposes assets of the device
[62]. The server provides an abstraction of the distributed complexity, relying on dedicated software
installed on each device of the prototyped solution to rapidly update its behaviour and
functionalities. The Gadgeteer and the Lab of Things provide similar abstractions [63]. The RapIoT
toolkit [53] [64] enables non-expert developers to rapidly prototype and deploy IoT solutions with
smartphones and a BLE-enabled, Arduino-compatible board.
NodeRed provides a graphical user interface to wire components (e.g. communication, process,
visualisation) and build an application logic graphically. IoT Link [65] and IoTSuite [66] provide
model-driven, domain-based solutions allowing ‘inexperienced developers’ to model their IoT
prototype and generate its code. IoTSuite also provide the possibility to prototype
Lastly, Protobject [67] takes a different approach to IoT rapid prototyping by offering a camerabased toolkit. Instead of deploying sensors, designers can use a multipurpose camera such as a
smartphone’s and quickly teach the system to recognise visually observable changes.

6

Education Case Study: Rapid IoT Prototyping in the Classroom

The 5th semester software project course at Haaga-Helia University of Applied Sciences is designed
around the “Softala” course design framework. Softala creates a learning environment within which
software engineering students can experience real-life challenges. Softala achieves this by simulating
a small software company product development challenge that realistically reflects a real-world
enterprise project. The technology areas addressed in a project might include programming for web
applications, mobile devices or embedded systems. In addition, projects can also address system
integration, and service design or they may be limited to user interface design.
Softala student teams have one or more teachers coaching each project. Students organize their
work according to the principles of agile software development as prescribed in the Agile Manifesto
(www.agilemanifesto.org). The most important principles emphasized in the Softala course design
are; student team collaboration, project team communication and iterative design principles. Each
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project begins with student teams agreeing on the most suitable working methodologies and tools,
together with the customer (client organization) and teacher/coach. From that point the project
teams begin to implement a software solution for the defined customer problem. Those solutions
can be: applications, prototypes or a service solution. The learning objectives in the Softala project
course are to expose students to (Kivihalme 2014):
“Problem domain and process modelling, economic foundations for software, group dynamics, group
psychology, communications skills, professionalism, eliciting requirements, requirements validation,
software design strategies, Human-Machine-Interaction design, software reviews, testing, UI testing
and evaluation, problem analysis and reporting, process implementation, software quality concepts
and culture, product assurance, management concepts, project planning, project personnel and
organization, project control and software configuration management.“
Furthermore, essential software engineering topics (architectural design etc.), which have been
learning objectives in previous semesters project courses, are reinforced during Softala. [69].
Before attending the 5th semester Softala project course, students have completed two additional
software project courses. Furthermore, they must have studied programming and software related
technology courses for example servers or Linux environments. The Softala final semester software
project course is 15 ECTS credit points (405 hours of course work). ICT students who are accepted for
enrolment into the Softala project course must also have specialised in one of three major subjects;
Web and Mobile Programming, Server Environments/Embedded Systems or Digital Service Design.
50 to 80 students attend the Softala course every semester in Haaga-Helia.
Companies and other organizations (clients) with a need for software development services can
propose a project to Softala. Softala teachers will then select the most suitable projects that best
match the courses learning objectives. A common challenge for teachers and clients is to fit the
project client solution timetable to the Haaga-Helia semester calendar. Therefore, time-sensitive
projects are not always suitable for the Softala course. When a project is accepted, the project
contract is signed by each client and individual student team members. Depending on the project
contract agreement (terms and conditions), Softala project results & outcomes may be licensed,
open sourced or proprietary, depending on the client’s interests. [69].
According to Kivihalme, Softala is based on Kolb’s experiential learning and constructive and
cognitive learning. Assessing a real life project work is challenging. The coaching teacher has an
essential role in making a fair assessment. Real life projects can run into very varying problems,
regarding technology, client or team communication etc. Thus without a holistic picture of the
project and students, it is impossible to complete a fair assessment of the course. Having observed
the students during the course, the teacher is aware of the project goals and challenges faced during
the project. Based on his observations he can judge how systematically the team worked on the
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essential project goals, overcame challenges and improved during the project. Softala teachers use
student peer assessment forms, client feedback and learning diaries to support the assessment.
Often the project deliverables, such as the working software, project documentation and the source
code contain enough material for making a fair assessment. About 700 students have completed the
5th semester project course since January 2010. More detailed course information and e.g.
assessment criteria on Softala can be found in the Haaga-Helia student guide (http://www.haagahelia.fi/en/opinto-opas/opintojaksokuvaukset/PRO4TF024).

Figure 25. Softala students and a teacher working.

6.1 Case example: Learning environment for IoT
Haaga-Helia have completed two IoT related test projects within the Softala course framework (2016
semesters). The curriculum design goal for those two projects was; to create an IoT student learning
environment which enables Haaga-Helia students and staff to become familiar with new and
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emerging technologies. However, because IoT solutions contain a wide variety of protocols,
interfaces, and techniques, it was not possible to design-into the Softala IoT projects specific
solutions or architectures which suit every IoT application (open design). Therefore, the Softala
open-design enables students to investigate (study) and test various types of IoT solutions. This
open-design approach gives students the freedom to accumulate practical experiences on the pros
and cons of different IoT solutions.
The Softala course design is based upon open APIs and protocols. This has required the learning
environment to be implemented following a three tier IoT architecture. Within this architecture,
sensors (“Things”) are connected to the database via open APIs which send data to the database.
The database is utilized via open API compliant applications. This architecture maintains a clear
distinction between sensors, databases, and apps. This architecture ensures that all three
components (sensors, databases and apps) are independently developed without causing changerequirements to the others. The interface between sensors and database(s) also utilizes standard
open protocols. Two protocols, MQ Telemetry Transport (MQTT) and Constrained Application
Protocol (CoAP), are the protocols which are especially suitable for IoT sensors. The
Representational State Transfer protocol (REST) is also widely used in industry however, this
protocol is less suitable for IoT solutions. Despite this limitation, REST is still considered as an
interface that might be supported in some Softala projects. These architectures choices are depicted
in Figure 26.
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Figure 26. IoT three tier architecture used in Haaga-Helia IoT student project

The first Softala project was completed in the spring of 2016 and resulted in an IoT test environment
(Figure 27). That Haaga-Helia IoT Test Environment V 1.0 is now in use at the Haaga-Helia IT-labs.
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Figure 27. Haaga-Helia IoT test environment v1.0.

This Haaga-Helia’s IoT Test Environment is based on open source solutions. The open source
solutions design ensures that the environment is flexible and open to further development and
modification by Haaga-Helia IT staff. The Haaga-Helia IoT Test Environment supports both MQTT and
CoAP protocols for Sensors (“Things”) to connect towards IoT database(s). MQTT messages between
sensors and database(s) are relayed by the MQTT broker. The sensor’s MQTT client sends (publishes)
MQTT message to the MQTT broker, which then forwards to all other clients corresponding MQTT
messages. MQTT clients located with the IoT database are normally listening for this information and
that information is then sent to the IoT Test Environment database. The Haaga-Helia IoT Test
Environment supports both IPv4 and IPv6. This design allows for “Things” (sensors) to access
databases(s) via IPv4 or IPv6 (depending on the IP environment they are located within). It is
anticipated that IoT devices will be widely using IPv6 in the future.
The Haaga-Helia IoT Test Environment database is built using the Apache Cassandra NoSQL solution.
The API between the applications and the Apache Cassandra database is Cassandra Query Language
(CQL) (Cassandra Query Language). This CQL is a Structured Query Language (SQL) type query
language specifically designed for Apache Cassandra NoSQL databases. However, it is also possible
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to use a wider variety of programming languages with Apache Cassandra. The Apache Cassandra
NoSQL solution has CQL drivers for CQLJava, C#, Node.js, Python, Ruby, C/C+ and PHP. Furthermore,
there is also a MySQL database in the test environment, which supports SQL-based API’s for
applications with a wider variety of drivers.

6.1.1 Softala IoT Project: Classroom CO2 Measurement

This demo project for the The Haaga-Helia IoT Test Environment involved a carbon dioxide level
measurement system for classrooms. Three IoT devices were built to measure CO levels in three
Haaga-Helia classrooms. The IoT devices were designed using Raspberry Pi single-board computers
and Sandbox Electronics CO sensors. The devices send CO measurement data which is read once a
minute to the IoT database via CoAP protocol. This design is depicted in Figure 28.
2

2

2

Figure 28. Classroom IoT CO2 measurement application.

A HTML web page has been implemented on the web server which allows each classroom to display
real-time CO levels. The CO application is running on the Haaga-Helia IoT web server using HTML
and PHP. The PHP script on the HTML page reads the CO2 measurement data from the IoT database
and displays it in a graphical form (Figure 29).
2

2
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Figure 29. CO2 levels in a classroom.

6.1.2 Softala IoT Project: Campsite Status Monitoring

Campsite status monitoring solution was developed by Haaga-Helia’s students as part of EU funded
Virtual Nature project, which is sponsored by the European Agricultural Fund for Rural Development
(EAFRD). The aim of was to develop solution to monitor and report campsite status information.
Status reports can tell users if the individual campsite is occupied and is there a live fire at a site (a
live fire means that the next users can avoid starting a new campsite fire for cooking etc.). With this
status information users can then make more informed decisions, i.e. select a specific campsite or
identify an alternative. The campsite monitoring sensor is based on a Raspberry Pi –based solution
with two detectors: a motion sensor and a flame sensor.
The sensor’s MQTT client sends the campsite status information (occupation and flame) via mobile
data connection with MQTT-protocol to the MQTT broker. Another MQTT client, located within a
MySQL database, is “listening” to status updates and storing corresponding status information into a
MySQL database. A jQuery-based web application is then using the MySQL database information to
display the campsite fire status to the potential next user. Further details regarding campsite project
can be found at https://raspluonto.wordpress.com. The Campsite Status Monitoring solutionarchitecture is depicted in Figure 30.
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Figure 30. Campsite status monitoring IoT architecture

6.2 Summary
Haaga-Helia has completed over 50 student projects within the Softala framework. Those Softala
project assignments have involved many different client contexts and technologies. Softala has also
enabled Haaga-Helia ICT teachers to accumulate significant experience on integrating real-life IoT
projects into their ICT course curriculum. Furthermore, the design has ensured that course learning
outcomes and project objectives are successfully integrated and achieved. Softala projects have also
been implemented in co-operation with other Finnish higher education institutions (student groups).
However, Softala has not been implemented within a multidisciplinary/cross-border context.
The IoT Rapid-Proto Labs projects represent a unique context within which the Softala ICT projectbased learning design can be further developed.

7

Conclusion

The Internet of Things is a set of key enabling technologies for innovative products and services in all
areas of modern life. This report summarised fundamental IoT knowledge areas that are relevant for
the IoT Rapid-Proto Labs course, covering (1) architectural models of the IoT, (2) key enabling
technologies, (3) development methodologies and (4) user-centered product design methods.
Together, these knowledge areas define what students need to understand in order to design and
develop complex IoT-based products, services and systems. Finally, the education case study in
Section 5 exemplified one approach of teaching IoT concepts and technology in higher education.
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The IoT Rapid-Proto Labs is aims to create and implement a multidisciplinary IoT course curriculum
focused on real-world problem-based activities that enables cross-border teams of students,
teachers and practitioners to jointly develop innovative IoT solutions that create real value for
people, enterprises and society. The multidisciplinary exploration of the IoT in this report highlights
fundamental challenges that need to be addressed by a multidisciplinary, cross-border program
(Figure 31. IoT Rapid Proto Labs Challenges)

Figure 31. IoT Rapid Proto Labs Challenges

Key challenges are:
1. Bridging the skills sets and education needs of students from different disciplines
2. Aligning needs of external stakeholders and clients with education needs of students
3. Bringing together technology, business and human-centered product design aspects in a
holistic education program
4. Identifying rapid design and development approaches that work for remote collaboration of
students from different disciplines
5. Providing a hosted development environment that spans devices, networking, cloud
computing and supports synchronous and asynchronous collaboration
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These challenges will be taken up in an upcoming report on e-Competences and IoT curriculum
design

68
The European Commission’s support for the production of this publication does
not constitute an endorsement of the contents, which reflect the views only of
the authors, and the Commission cannot be held responsible for any use which
may be made of the information contained therein

588386-EPP-1-2017-1-FI-EPPKA2-KA
IoT Rapid-Proto Labs (IoTLabs)

References
[1]
[2]

[3]
[4]
[5]

[6]

[7]

[8]
[9]

[10]
[11]
[12]

[13]

[14]

K. Ashton, “That‘internet of things’ thing,” 2009. [Online]. Available:
http://www.rfidjournal.com/articles/view?4986. [Accessed: 10-Jul-2018].
A. Nordrum, “Popular Internet of Things Forecast of 50 Billion Devices by 2020 Is
Outdated,” 18-Aug-2016. [Online]. Available: https://spectrum.ieee.org/techtalk/telecom/internet/popular-internet-of-things-forecast-of-50-billion-devices-by-2020-isoutdated. [Accessed: 10-Jul-2018].
R. Minerva, A. Biru, and D. Rotondi, Towards a definition of the Internet of Things (IoT).
IEEE, 2015.
C. Elena-Lenz, “Internet of Things: Six Key Characteristics - frog,” Aug. 2014.
“The Three Software Stacks Required for IoT Architectures,” Sep-2016. [Online]. Available:
https://iot.eclipse.org/resources/white-papers/Eclipse%20IoT%20White%20Paper%20%20The%20Three%20Software%20Stacks%20Required%20for%20IoT%20Architectures.pdf.
[Accessed: 11-Jul-2018].
D. Guinard, V. Trifa, T. Pham, and O. Liechti, “Towards physical mashups in the Web of
Things,” presented at the Sixth International Conference on Networked Sensing Systems
(INSS), 2009, pp. 1–4.
D. Guinard, V. Trifa, F. Mattern, and E. Wilde, “From the Internet of Things to the Web of
Things: Resource-oriented Architecture and Best Practices,” in Architecting the Internet of
Things, no. 5, Berlin, Heidelberg: Springer Berlin Heidelberg, 2011, pp. 97–129.
D. Guinard, V. Trifa, and E. Wilde, “A resource oriented architecture for the Web of Things,”
presented at the 2010 Internet of Things (IOT), 2010, pp. 1–8.
D. Guinard and V. Trifa, “Towards the web of things: Web mashups for embedded devices,”
2009. [Online]. Available: https://webofthings.org/wpcontent/uploads/2009/03/guinard_trifa_webofthings_mashup.pdf. [Accessed: 22-Jun2018].
D. Guinard and V. Trifa, Building the Web of Things: With examples in Node.js and
Raspberry Pi. Manning Publications Co., 2016.
“How to beat the CAP theorem - thoughts from the red planet - thoughts from the red
planet,” Dec. 2001.
M. Verrilli, “From Lambda to Kappa: A Guide on Real-time Big Data Architectures,” 28-Aug2017. [Online]. Available: https://www.talend.com/blog/2017/08/28/lambda-kappa-realtime-big-data-architectures/. [Accessed: 10-Jul-2018].
J. Kreps, “Questioning the Lambda Architecture,” 02-Jul-2014. [Online]. Available:
https://www.oreilly.com/ideas/questioning-the-lambda-architecture. [Accessed: 10-Jul2018].
U. G. O. F. Science, Ed., “Internet of things: Blackett review,” 18-Dec-2014. [Online].
Available: https://www.gov.uk/government/publications/internet-of-things-blackett69
The European Commission’s support for the production of this publication does
not constitute an endorsement of the contents, which reflect the views only of
the authors, and the Commission cannot be held responsible for any use which
may be made of the information contained therein

588386-EPP-1-2017-1-FI-EPPKA2-KA
IoT Rapid-Proto Labs (IoTLabs)

[15]

[16]
[17]
[18]
[19]
[20]
[21]
[22]
[23]

[24]
[25]

[26]

[27]
[28]

[29]

[30]

[31]
[32]

review. [Accessed: 10-Jul-2018].
A. Gerber, “Choosing the best hardware for your next IoT project,” 01-Jan-2018. [Online].
Available: https://www.ibm.com/developerworks/library/iot-lp101-best-hardware-devicesiot-project/index.html. [Accessed: 10-Jul-2018].
“IoT Hardware Guide | 2018 Prototyping Boards & Development Kit Options.”
“Arduino Data Sheets.” [Online]. Available: http://arduino.cc/en/Main. [Accessed: 10-Jul2018].
“IoT Hardware Guide | 2018 Prototyping Boards & Development Kit Options,” 2018.
“NodeMCU Data Sheets.” [Online]. Available: http://nodemcu.com/index_en.html.
[Accessed: 10-Jul-2018].
“WeMos D1 Data Sheets.” [Online]. Available: https://www.wemos.cc/. [Accessed: 10-Jul2018].
“AdaFruit’s Feather Huzzah.” [Online]. Available: https://learn.adafruit.com/adafruitfeather-huzzah-esp8266/overview. [Accessed: 10-Jul-2018].
K. Karvinen and T. Karvinen, “IoT Rapid Prototyping Laboratory Setup,” International
Journal of Engineering Education, vol. 34, no. 1, pp. 263–272, 2018.
K. Karvinen, T. Tikka, 2015, “Using hobby prototyping boards and commercial-off-the-shelf
(cots) components for developing low-cost, fast-delivery satellite subsystems,” Journal of
Small Satellites, vol. 4, no. 1, pp. 301–314, 2015.
“DragonBoard 410c Development Board,” 2018. [Online]. Available:
https://developer.qualcomm.com/hardware/dragonboard-410c. [Accessed: 10-Jul-2018].
“IoT Sensors and Actuators,” 2018. [Online]. Available:
https://www.postscapes.com/trackers/video/the-internet-of-things-and-sensors-andactuators/. [Accessed: 10-Jul-2018].
A. M, “Industrial sensors supported in the UPM sensor library,” 19-Dec-2016. [Online].
Available: https://software.intel.com/en-us/industrial-sensors-with-upm-support.
[Accessed: 10-Jul-2018].
A. S. Tanenbaum, Computer Networks, Fourth Edition. 2008.
B. Ray, “What is Narrowband IoT (NB-IoT)? – Explanation and 5 Business Benefits,” 01-May2017. [Online]. Available: https://www.iotforall.com/what-is-narrowband-iot-nb-iot/.
[Accessed: 10-Jul-2018].
A. Gerber, “Connecting all the things in the Internet of Things,” 01-Jan-2018. [Online].
Available: https://www.ibm.com/developerworks/library/iot-lp101-best-hardware-devicesiot-project/iot-lp101-best-hardware-devices-iot-project-pdf.pdf. [Accessed: 10-Jul-2018].
T. M. Scott Carey, “Best cloud IoT platforms,” 10-Jun-2017. [Online]. Available:
https://www.computerworlduk.com/galleries/data/best-internet-of-things-platforms3635185/. [Accessed: 10-Jul-2018].
S. Singh, “Top 20 IoT Platforms in 2018,” 16-Mar-2016.
E. Lamarre and B. May, “Making sense of Internet of Things platforms,” May-2017.
70
The European Commission’s support for the production of this publication does
not constitute an endorsement of the contents, which reflect the views only of
the authors, and the Commission cannot be held responsible for any use which
may be made of the information contained therein

588386-EPP-1-2017-1-FI-EPPKA2-KA
IoT Rapid-Proto Labs (IoTLabs)

[33]
[34]
[35]
[36]

[37]
[38]
[39]

[40]

[41]

[42]
[43]

[44]

[45]
[46]
[47]
[48]
[49]

S. A. Nelson and P. Metaxatos, “The Internet of Things needs design, not just technology,”
Harvard Business Review, 29-Apr-2016.
T. B. D. T. T. B. T. Brown2008, Definitions of design thinking.
D. De Roeck, P. J. Stappers, and A. Standaert, “Gearing up! - a designer-focused evaluation
of ideation tools for connected products.,” NordiCHI, pp. 521–530, 2014.
M. Tomitsch, C. Wrigley, M. Borthwick, N. Ahmadpour, J. Frawley, B. Kocaballi, C. NunezPacheco, K. Straker, and L. Loke, “Design. Think. Make. Break. Repeat. A handbook of
methods,” Jan. 2018.
A. Van Boeijen, J. Daalhuizen, and J. Zijlstra, Delft design guide: Design strategies and
methods. 2014.
A. Crabtree and P. Tolmie, “A Day in the Life of Things in the Home,” presented at the the
19th ACM Conference, New York, New York, USA, 2016, pp. 1736–1748.
F. Sleeswijk Visser, R. van der Lugt, and P. J. Stappers, “Sharing User Experiences in the
Product Innovation Process: Participatory Design Needs Participatory Communication,”
Creativity & Inn Man, vol. 16, no. 1, pp. 35–45, Mar. 2007.
F. B. Abdesslem, I. Parris, and T. N. H. Henderson, “Mobile experience sampling: Reaching
the parts of Facebook other methods cannot reach,” presented at the th BCS Conference on
Human Computer Interaction HCI, Dundee, United Kingdom., 2010.
T. C. Christensen, L. F. Barrett, E. Bliss-Moreau, K. Lebo, and C. Kaschub, “A Practical Guide
to Experience-Sampling Procedures,” Journal of Happiness Studies, vol. 4, no. 1, pp. 53–78,
2003.
S. Consolvo and M. Walker, “Using the experience sampling method to evaluate ubicomp
applications,” IEEE Pervasive Comput., vol. 2, no. 2, pp. 24–31, Apr. 2003.
D. Ferreira, J. Goncalves, V. Kostakos, L. Barkhuus, and A. K. Dey, Contextual experience
sampling of mobile application micro-usage. New York, New York, USA: ACM, 2014, pp. 91–
100.
H. Hutchinson, W. Mackay, B. Westerlund, B. B. Bederson, A. Druin, C. Plaisant, M.
Beaudouin-Lafon, S. Conversy, H. Evans, H. Hansen, N. Roussel, and B. Eiderbäck,
Technology probes: inspiring design for and with families. New York, New York, USA: ACM,
2003, pp. 17–24.
L. Pschetz, E. Tallyn, R. Gianni, and C. Speed, “Bitbarista,” presented at the the 2017 CHI
Conference, New York, New York, USA, 2017, pp. 2964–2975.
P. Markopoulos, “Using Video for Early Interaction Design,” in Collaboration in Creative
Design, no. 13, Cham: Springer, Cham, 2016, pp. 271–293.
J. Nielsen, Usability Engineering. 1994.
J. Nielson1990, “Heuristic evaluation of user interfaces,” presented at the Proceedings of
ACM CHI, 1990.
L. Nielsen, From user to character: an investigation into user-descriptions in scenarios. New
York, New York, USA: ACM, 2002, pp. 99–104.
71
The European Commission’s support for the production of this publication does
not constitute an endorsement of the contents, which reflect the views only of
the authors, and the Commission cannot be held responsible for any use which
may be made of the information contained therein

588386-EPP-1-2017-1-FI-EPPKA2-KA
IoT Rapid-Proto Labs (IoTLabs)

[50]
[51]
[52]

[53]
[54]
[55]
[56]
[57]
[58]
[59]

[60]

[61]

[62]

[63]
[64]

[65]

C. Rowland, E. Goodman, M. Charlier, A. Light, and A. Lui, Designing Connected Products.
O'Reilly, 2015.
J. Jung, H. Nam, Y.-K. Lim, and K.-P. Lee, Beauty and the Beast : An IoT Design Method
Based on Improvisational Acting. New York, New York, USA: ACM, 2017, pp. 61–66.
A.-L. Negri, B. Trousse, and B. Senach, “Ideation of IoT services with citizen: coupling GenIoT
and AloHa! methods,” ServDes - Service Design and Innovation Conference, Feb , Helsinki,
Finland., Feb. 2012.
S. Mora, F. Gianni, and M. Divitini, Tiles: A Card-based Ideation Toolkit for the Internet of
Things. New York, New York, USA: ACM, 2017, pp. 587–598.
M. Stead, “A Toaster for Life : using design fiction to facilitate discussion on the creation of
a sustainable Internet Of Things,” Jun. 2016.
G. Dove and S. Jones, “Using data to stimulate creative thinking in the design of new
products and services.,” Conference on Designing Interactive Systems, pp. 443–452, 2014.
P. Marti, C. Megens, and C. Hummels, “Data-Enabled Design for Social Change: Two Case
Studies,” Future Internet, vol. 8, no. 4, pp. 46–16, Dec. 2016.
S. Bogers, J. Frens, J. Van Kollenburg, E. Deckers, and C. Hummels, “Connected Baby Bottle,”
presented at the the 2016 ACM Conference, New York, New York, USA, 2016, pp. 301–311.
K. Skogen, “Studying Culture through Surveys: Getting Thick Descriptions out of Paper-thin
Data,” Norsk institutt for forskning om oppvekst, velferd og aldring (NOVA), Oslo, 1997.
J. Bourgeois, J. van der Linden, G. Kortuem, B. A. Price, and C. Rimmer, “Using Participatory
Data Analysis to Understand Social Constraints and Opportunities of Electricity DemandShifting,” presented at the ICT for Sustainability 2014 (ICT4S-14), Paris, France, 2014.
J. Bourgeois, J. van der Linden, G. Kortuem, and C. Rimmer, “Using participatory data
analysis to understand social constraints and opportunities of electricity demand-shifting,”
presented at the 2nd International Conference on ICT for Sustainability (ICT4S 2014), 2014.
J. Bourgeois, S. Foell, G. Kortuem, B. A. Price, J. van der Linden, E. Y. Elbanhawy, and C.
Rimmer, “Harvesting green miles from my roof,” presented at the the 2015 ACM
International Joint Conference, New York, New York, USA, 2015, pp. 1065–1076.
T. Kubitza and A. Schmidt, “Towards a Toolkit for the Rapid Creation of Smart
Environments,” in End-User Development, vol. 9083, no. 21, Cham: Springer, Cham, 2015,
pp. 230–235.
S. Hodges, S. Taylor, N. Villar, J. Scott, D. Bial, and P. T. Fischer, “Prototyping Connected
Devices for the Internet of Things,” Computer, vol. 46, no. 2, pp. 26–34, 2013.
A. Mavroudi, M. Divitini, S. Mora, and F. Gianni, “Game-Based Learning for IoT: The Tiles
Inventor Toolkit,” in Interactive Mobile Communication Technologies and Learning, vol. 725,
no. 1, Cham: Springer International Publishing, 2018, pp. 294–305.
F. Pramudianto, C. A. Kamienski, E. Souto, F. Borelli, L. L. Gomes, D. Sadok, and M. Jarke,
“IoT Link: An Internet of Things Prototyping Toolkit,” presented at the 2014 IEEE 11th Intl
Conf on Ubiquitous Intelligence & Computing and 2014 IEEE 11th Intl Conf on Autonomic &
72
The European Commission’s support for the production of this publication does
not constitute an endorsement of the contents, which reflect the views only of
the authors, and the Commission cannot be held responsible for any use which
may be made of the information contained therein

588386-EPP-1-2017-1-FI-EPPKA2-KA
IoT Rapid-Proto Labs (IoTLabs)

[66]
[67]
[68]

[69]

Trusted Computing and 2014 IEEE 14th Intl Conf on Scalable Computing and
Communications and Its Associated Workshops (UIC-ATC-ScalCom), 2014, pp. 1–9.
D. Soukaras, P. Patel, H. S. F. I. O. Things, 2015, “IoTSuite: a ToolSuite for prototyping
internet of things applications,” 2015.
A. Bellino, Protobject: a sensing tool for the rapid prototyping of UbiComp systems. New
York, New York, USA: ACM, 2016, pp. 257–260.
T. Karvinen and S. L. ICIM, “Investigating survivability of configuration management tools in
unreliable and hostile networks,” presented at the 3rd International Conference on
Information Management (ICIM), 2017.
M. Kivihalme, "Softala – a framework for coaching the students of software development to
acquire sales and service skills required in small software companies", Haaga-Helia
Ammattikorkeakoulu, 2014.

73
The European Commission’s support for the production of this publication does
not constitute an endorsement of the contents, which reflect the views only of
the authors, and the Commission cannot be held responsible for any use which
may be made of the information contained therein

